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Investigative Activity: Cell Phone Analysis and Review

Involves: John Anthony Perry (S)

Date of Activity: 06/11/2024

Author: Natasha Branam

Summary:

On June 7, 2024, Special Agent Cory Momchilov of the Ohio Bureau of Criminal
Investigation submitted the below listed items with an authorization letter to search the
contents from Ashtabula County Assistant Prosecutor Dawn Cantalamessa. These items
were to be analyzed for evidence relating to the crime of Felonious Assault regarding
the subject John Perry.

Submitted Items:

028 - Mobile Phone - Motorola Moto E - XT2052-1
035 - Mobile Phone - Apple iPhone SE (2022) - A2595

Details:

Item 28: Item 28 is a Motorola manufactured mobile phone model XT2052-1 (Moto
E). The International Mobile Equipment Identity (IMEI) number associated with Item
28 is 351636112581364 and the serial number is ZY22BD32DV. Item 28 has an
advertised internal storage capacity of 32 Gigabytes (GB) and is capable of additional
storage through the use of a micro Secure Digital (SD) card. No additional storage was
submitted with Item 28. Item 28 was placed into airplane mode to suspend wireless
communications. Item 28 is locked with an unknown passcode. The device was
connected to a forensic tool capable of determining the passcode. The passcode for
the device is 2212. The device was connected to a forensic tool capable of obtaining a
file system extraction from the device. The extraction was then loaded into Cellebrite
Physical Analyzer, a software package that converts the data to an easily readable
format.
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Item 28a: Item 28a is a Visible branded Subscriber Identity Module (SIM) card bearing
the Integrated Circuit Card Identifier (ICCID) 89148000006692541087.

Item 35: Item 35 is an Apple manufactured mobile phone model A2595 (iPhone SE
(2022)). The IMElI numbers associated with Item 35 are 354140915858688 and
354140915702357 and the serial number is M72603JPM4. Item 35 has an advertised
internal storage capacity of 64 GB and is not capable of additional storage. Item 35
is locked with an unknown four (4) digit passcode. Item 35 was unlocked with the
passcode recovered from Item 28 (2212). Item 35 was placed into airplane mode to
suspend wireless communications. The device was connected to a forensic tool capable
of obtaining a file system extraction from the device. The extraction was then loaded
into Cellebrite Physical Analyzer, a software package that converts the data to an easily
readable format.

Findings:

Item 28: The passcode recovered for Item 28 is 2212. The Google account associated
with Item 28 is johnbusterperry@gmail.com. The last recorded date that indicates Item 28
was in use is September 10, 2023. It is necessary to note that during the extraction
process some of Item 28’s system files were updated to reflect the dates of the
attempted extractions. Attachment A contains one (1) Cellebrite UFDR file. In order to
view the content of the UFDR file double-click the CellebriteReader.exe and the UFDR
will auto populate. Once the Cellebrite Reader is open the content can be examined and
any additional reports can be generated.

Item 28a: The phone number associated with Item 28a is 440-336-0487.

Iltem 35: The passcode for Item 35 is 2212. The Apple ID associated with Item 35
is chjap10@icloud.com. The last recorded CCID wused with Item 35 s
89148000009670137977. The phone number associated with Item 35 s
440-307-0685. The last recorded date that indicates Item 35 was in use is December
13, 2023. It is necessary to note that during the extraction process some of Item 35’s
system files were updated to reflect the date of the extraction. Attachment B contains
one (1) Cellebrite UFDR file. In order to view the content of the UFDR file double-click
the CellebriteReader.exe and the UFDR will auto populate. Once the Cellebrite Reader
is open the content can be examined and any additional reports can be generated.

Conclusion:

A copy of Attachments A - B will be provided to the agency upon provision of a storage
device.

A copy of the Attachments will be maintained in the case file.
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