Ohio Attorney General's Office
Bureau of Criminal Investigation
Analysis Report

2022-2016
Officer Involved Critical Incident - 5611 East Third Street, Mineral Bc\
City, OH, Tuscarawas County, 44656

Investigative Activity: Cell Phone Analysis and Review
Involves: Everett Michael Martin (S)

Date of Activity: 11/13/2022

Author: Natasha Branam

Summary:

On October 3, 2022, Special Agent Jon Lieber of the Ohio Bureau of Criminal
Investigation received a warrant to search the contents of the below listed items. These
items were to be analyzed for evidence relating to the crimes of Felonious Assault,
Domestic Violence, Menacing, and Violation of Protection Order regarding the subject
Everett Martin.

Submitted Items:

015 - Mobile Phone - Motorola Moto e (2020) - XT2052DL
021 - Mobile Phone - BLU View 2 - BL130DL
Details:

Item 15: Item 15 is a Motorola manufactured mobile phone model XT2052DL (Moto
e (2020)). The International Mobile Equipment Identity (IMEI) number associated with
Item 15 is 351638115823843 and the serial number is ZY22CMPRIC. Item 15 has an
advertised internal storage capacity of 32 Gigabytes (GB) and is capable of additional
storage through the use of a micro Secure Digital (SD) card. No additional storage was
submitted with Item 15. Item 15 is locked with an unknown passcode. The passcode
for item 15 is [} The device was connected to a forensic tool capable of obtaining a
file system extraction from the device. The extraction was then loaded into Cellebrite
Physical Analyzer, a software package that converts the data to an easily readable
format.

Item 15a: Item 15a is a Tracfone branded Subscriber Identity Module (SIM) card bearing
the Integrated Circuit Card Identifier (ICCID) 89148000006442395123.
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Iltem 21: Item 21 is a BLU manufactured mobile phone model B130DL (View 2). The
IMEI number associated with Item 21 is 355140114111862 and the serial number
is 1090339021031113. Item 21 has an advertised internal storage capacity of 32
Gigabytes (GB) and is capable of additional storage through the use of a micro Secure
Digital (SD) card. No additional storage was submitted with Item 21. Item 21 is locked
with an unknown password. The device was connected to a forensic tool capable
of determining the password. The password for the device is [} The device was
connected to a forensic tool capable of obtaining a file system extraction from the
device. The extraction was then loaded into Cellebrite Physical Analyzer, a software
package that converts the data to an easily readable format.

Item 21a: is a Tracfone branded SIM card bearing the ICCID 89014104273587455455.

Findings:

Item 15: The passcode for Item 15 is |} The Google account associated with Item 15
is everettmarrin79@gmail.com. Attachment A contains seven (7) spreadsheets that detail
information recovered from Item 15. These spreadsheets include: auto fill, call history,
device locations, network usages, searched items, user accounts, and Web history.
Attachment B contains Item 15’s chats, contacts, emails, and social media. Attachment
C contains sixty-four (64) audio files, thirty-four thousand one hundred ninety-eight
(34,198) graphic files, and two hundred twenty-three (233) video files recovered from
Item 15. Attachment D contains one (1) Cellebrite UFDR file. In order to view the content
of the UFDR file double-click the CellebriteReader.exe and the UFDR will auto populate.
Once the Cellebrite Reader is open the content can be examined and any additional
reports can be generated.

Item 15a: The phone number associated with Item 15ais 330-663-1055.

Item 21: The passcode recover for Item 21 is [} Attachment E contains eight (8)
spreadsheets that detail information recovered from Item 21. These spreadsheets
include: call history, contacts, device locations, network usages, searched items, user
accounts, Web history, and wireless networks. Attachment F contains Item 21’s chats.
Attachment G contains eighteen (18) audio files, one thousand nine hundred seventy-
nine (1,979) graphic files, and forty-nine (49) video files recovered from Item 21.
Attachment H contains one (1) Cellebrite UFDR file. In order to view the content of the
UFDR file double-click the CellebriteReader.exe and the UFDR will auto populate. Once
the Cellebrite Reader is open the content can be examined and any additional reports
can be generated.

Item 21a: The phone number associated with Item 21ais 304-703-3599.
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Conclusion:

Attachments A - H can be found upon the thumb drive (provided by the agency),
provided for further review by the case investigator.

A copy of the Attachments will be maintained in the case file.
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