Ohio Attorney General’s Office
Bureau of Criminal Investigation
Investigative Report

2024-3052
Officer Involved Critical Incident - 10300 block Silvercreek
Road, Doylestown, Ohio 44230, Medina County

Investigative Activity: Review of phone extraction from David Septer’s Apple
iPhone

Involves: David Septer (S)

Activity Date: 10/24/2024

Activity Location: BCI Richfield

Authoring Agent: SA Jon Lieber #50

Narrative:

On Wednesday, October 16, 2024, Ohio Bureau of Criminal Investigation (BCl) Special
Agent (SA) Jon Lieber (SA Lieber) received an Ohio BCl Cyber Crime Unit report for
item(s) of evidence submitted on October 9, 2024 for scientific analysis (Cyber Crime
case number 2024-3052). The report was authored by Computer Forensic Specialist
Clairice Cowgill and was dated October 9, 2024. The items relevant to this report
which had previously been submitted were as follows:

1. 032 - Mobile Phone - Black Apple iPhone 14 A2649

SA Lieber reviewed the cyber report and noted the following:

The Google account associated with Iltem 032 is septerdavid98@gmail.com. The
telephone number associated to the device is (330) 635-2229.

Below is a listing of the text messages sent and received on October 5, 2024.

Time Party Description
10/5/2024 3:47:22 | From: | )<y Hey!! Where are you
PM(UTC-4) To: +13306352229 (David

Septer)
10/5/2024 4:18:52 | From: |G )2 cob Hey dave, just thinking
PM(UTC-4) To: +13306352229 about you. How you doing?
10/5/2024 4:36:20 | From: I G-th What are you doing ?
PM(UTC-4) To: +13306352229
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Ohio Attorney General’s Office
Bureau of Criminal Investigation
Investigative Report

2024-3052
Officer Involved Critical Incident - 10300 block Silvercreek
Road, Doylestown, Ohio 44230, Medina County

10/5/2024 4:42:31
PM(UTC-4)

From: N G th
To: +13306352229

How was homecoming ?

10/5/2024 6:25:59
PM(UTC-4)

From: [N ian
To: +13306352229

Are u getting me tomorrow
morning

10/5/2024 6:26:04

From: I )illian

Or like afternoon ish

PM(UTC-4) To: +13306352229
10/5/2024 6:35:17 | From: septerdavid98@gmail.com | Sorry can’t , you and your
PM(UTC-4) To: I )i |ian brother are the best thing |

To: I )i!lian

have ever done! | love you
so much!!!

10/5/2024 6:35:23
PM(UTC-4)

From: septerdavid98@gmail.com
To: I )ilian
To: I )i!ian

Have fun

10/5/2024 6:43:06

From: I )illian

Do you have work?

PM(UTC-4) To: +13306352229
10/5/2024 6:43:41 | From: | )i!ian When can | see u next idk
PM(UTC-4) To: +13306352229 when | have work next

10/5/2024 7:13:46
PM(UTC-4)

From: I Gcth
To: +13306352229

Ok so look don’t play
around . Pick up your damn
phone or at least call dad
back he’s worried

10/5/2024 7:21:08
PM(UTC-4)

From: septerdavid98@gmail.com

To: I Heather

| tired to call a few times ,
you will have to pick Troy
up tomorrow. I’'m on west
Lebanon , just south of 241
on oil rig trail on curve. I'm
truth sorry . Talked to Troy
and Jillian, but make sure to
tell them | Love Them more
they can understand! None
of this is your fault, it’s all
me. Just make sure none of
the family fines me please.
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Ohio Attorney General’s Office
Bureau of Criminal Investigation
Investigative Report

2024-3052
Officer Involved Critical Incident - 10300 block Silvercreek
Road, Doylestown, Ohio 44230, Medina County

10/5/2024 7:25:05
PM(UTC-4)

From:
To: +13306352229

April

Don’t do this, David...
whatever you’re thinking...
don’t do this... just hold
on........ just hold on!!!!l Call
me

10/5/2024 7:27:05
PM(UTC-4)

From: IR /i

To: +13306352229

Take a breath... please....
Just think.... | know all of
this is crashing down on
you but the fire will burn
out... trust me... the rain
will come and cool
everything off...... please...
for us..... call one of us....
Call Timmy

10/5/2024 7:45:49

From: Troy

Where are you

PM(UTC-4) To: +13306352229

10/5/2024 8:12:40 | From: I Heather Police are on there way to
PM(UTC-4) To: +13306352229 help you

10/5/2024 8:33:09 | From: | 7oy Dad please please tell me
PM(UTC-4) To: +13306352229 where you are

10/5/2024 8:34:55 | From: INNIGIGINININININ5ING Hi David. It’s Sergeant
PM(UTC-4) To: +13306352229 Shelley with the sheriffs

office. Are you able to give
me a call?

10/5/2024 8:40:42

From: Troy

Dad if you love me then you

PM(UTC-4) To: +13306352229 would tell me where you are
10/5/2024 9:17:16 | From: | N /i Shut your phone off. They
PM(UTC-4) To: +13306352229 are tracking you

10/5/2024 9:17:22 | From: | /il Call me

PM(UTC-4) To: +13306352229

10/5/2024 9:25:00
PM(UTC-4)

From: I G-th
To: +13306352229

Where are you ?
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Ohio Attorney General’s Office
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Investigative Report

2024-3052
Officer Involved Critical Incident - 10300 block Silvercreek
Road, Doylestown, Ohio 44230, Medina County

10/5/2024 9:52:23

From: Jenny

Answer your phone

10:11:16 PM(UTC-
4)

To: +13306352229

PM(UTC-4) To: +13306352229

10/5/2024 9:52:32 | From: | )<Y David

PM(UTC-4) To: +13306352229

10/5/2024 From: NG Chica | love you; if you need a

place to come to, my door
is always open David

10/5/2024
10:36:00 PM(UTC-
4)

From:
To: +13306352229

Kaylie

Please call me

Below is a listing of the call log on October 5, 2024.

Parties Time Duration | Direction | Status

To: 15677722232 10/5/2024 7:29:08 00:00:09 | Outgoing | Unknown
AMUTC-4)

To: 15677722232 10/5/2024 7:29:20 00:00:21 | Outgoing | Unknown
AMUTC-4)

From: I 10/5/2024 4:08:53 00:00:00 | Incoming | Missed

JENNI HUFF PM(UTC-4)

From: I 10/5/2024 6:07:48 00:00:00 | Incoming | Missed

David Septer PM(UTC-4)

From: I 10/5/2024 6:08:48 00:00:00 | Incoming | Missed

David Septer PM(UTC-4)

To: I 10/5/2024 6:09:04 00:00:39 | Outgoing | Unknown

Jillian PM(UTC-4)

From: I 10/5/2024 6:14:05 00:00:00 | Incoming | Missed

JENNI HUFF PM(UTC-4)

From: I 10/5/2024 6:15:25 00:00:00 | Incoming | Missed

David Septer PM(UTC-4)

From: I 10/5/2024 6:16:12 00:00:00 | Incoming | Missed

David Septer PM(UTC-4)
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Ohio Attorney General’s Office
Bureau of Criminal Investigation
Investigative Report

2024-3052
Officer Involved Critical Incident - 10300 block Silvercreek
Road, Doylestown, Ohio 44230, Medina County

From: I 10/5/2024 6:55:28 00:00:00 | Incoming | Missed
David Septer PM(UTC-4)

To: NG 10/5/2024 6:56:24 00:00:04 | Outgoing | Unknown
Heather PM(UTC-4)

To: NG 10/5/2024 7:00:14 00:00:00 | Outgoing | Not
David Septer PM(UTC-4) answered
To: I 10/5/2024 7:01:07 00:00:04 | Outgoing | Unknown
Heather PM(UUTC-4)

To: NG 10/5/2024 7:01:30 00:00:00 | Outgoing | Rejected
Jillian PM(UUTC-4)

To: NG 10/5/2024 7:02:39 00:00:02 | Outgoing | Unknown
Heather PM(UTC-4)

To: NG 10/5/2024 7:09:02 00:00:03 | Outgoing | Unknown
Heather PM(UUTC-4)

To: NG 10/5/2024 7:12:45 00:00:27 | Outgoing | Unknown
Heather PM(UUTC-4)

From: I 10/5/2024 7:13:01 00:00:00 | Incoming | Rejected
BETH SEPTER PM(UUTC-4)

To: NG 10/5/2024 7:21:49 00:00:03 | Outgoing | Unknown
Heather PM(UTC-4)

From: I 10/5/2024 7:23:03 00:00:00 | Incoming | Missed
JENNI HUFF PM(UUTC-4)

To: I 10/5/2024 7:27:45 00:00:29 | Outgoing | Unknown
Heather PM(UUTC-4)

From: I 10/5/2024 7:32:50 00:00:00 | Incoming | Missed
BUSSON,BEREA PM(UUTC-4)

To: G 10/5/2024 7:34:14 00:00:49 | Outgoing | Unknown
Heather PM(UTC-4)

To: I 10/5/2024 7:40:02 00:00:02 | Outgoing | Unknown
Heather PM(UTC-4)

To: I 10/5/2024 7:41:33 00:00:03 | Outgoing | Unknown
Heather PM(UTC-4)

To: I 10/5/2024 7:47:10 00:00:01 | Outgoing | Unknown
Heather PM(UUTC-4)
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Ohio Attorney General’s Office
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2024-3052
Officer Involved Critical Incident - 10300 block Silvercreek
Road, Doylestown, Ohio 44230, Medina County

To: I 10/5/2024 7:53:09 00:01:38 | Outgoing | Unknown
Heather PM(UTC-4)
To: I 10/5/2024 8:13:47 00:00:02 | Outgoing | Unknown
Heather PM(UTC-4)
To: I 10/5/2024 8:14:02 00:03:51 | Outgoing | Unknown
Heather PM(UTC-4)
10/5/2024 8:33:32 00:00:00 | Incoming | Missed
PM(UUTC-4)
10/5/2024 8:34:34 00:00:00 | Incoming | Missed
PM(UUTC-4)
10/5/2024 8:37:24 00:00:00 | Incoming | Missed
PM(UUTC-4)
10/5/2024 8:42:26 00:00:00 | Incoming | Missed
PM(UUTC-4)
10/5/2024 8:43:01 00:00:00 | Incoming | Missed
PM(UUTC-4)
10/5/2024 8:48:08 00:00:00 | Incoming | Missed
PM(UUTC-4)
10/5/2024 8:59:58 00:00:00 | Incoming | Missed
PM(UUTC-4)
10/5/2024 9:01:06 00:00:00 | Incoming | Missed
PM(UUTC-4)
From: I 10/5/2024 9:15:13 00:00:00 | Incoming | Missed
BUSSON,BEREA PM(UUTC-4)
From: I 10/5/2024 9:15:48 00:00:00 | Incoming | Missed
BUSSON,BEREA PM(UUTC-4)
From: I 10/5/2024 9:16:23 00:00:00 | Incoming | Missed
BUSSON,BEREA PM(UUTC-4)
From: I 10/5/2024 9:16:58 00:00:00 | Incoming | Missed
BUSSON,BEREA PM(UUTC-4)
From: I 10/5/2024 9:17:57 00:00:00 | Incoming | Missed
BUSSON,BEREA PM(UUTC-4)
From: I 10/5/2024 9:18:32 00:00:00 | Incoming | Missed
BUSSON,BEREA PM(UUTC-4)
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Ohio Attorney General’s Office
Bureau of Criminal Investigation
Investigative Report

2024-3052
Officer Involved Critical Incident - 10300 block Silvercreek
Road, Doylestown, Ohio 44230, Medina County

From: I 10/5/2024 9:21:49 00:00:00 | Incoming | Missed
JENNI HUFF PM(UTC-4)
From: I 10/5/2024 9:25:52 00:00:00 | Incoming | Missed
BUSSON,BEREA PM(UTC-4)
From: I 10/5/2024 9:29:06 00:00:00 | Incoming | Missed
BUSSON,BEREA PM(UTC-4)
From: I 10/5/2024 9:43:33 00:00:00 | Incoming | Missed
JENNI HUFF PM(UUTC-4)
From: I 10/5/2024 9:50:47 00:00:00 | Incoming | Missed
JENNI HUFF PM(UUTC-4)
From: I 10/5/2024 9:57:22 00:00:00 | Incoming | Missed
JENNI HUFF PM(UUTC-4)
From: I 10/5/2024 10:01:13 00:00:00 | Incoming | Missed
JENNI HUFF PM(UUTC-4)
From: I 10/5/2024 10:07:23 00:00:00 | Incoming | Missed
JENNI HUFF PM(UUTC-4)
From: I 10/5/2024 10:09:51 00:00:00 | Incoming | Missed
BUSSON,BEREA PM(UUTC-4)
From: I 10/5/2024 10:16:19 00:00:00 | Incoming | Missed
BUSSON,BEREA PM(UUTC-4)
From: I 10/5/2024 10:32:07 00:00:00 | Incoming | Missed
JENNI HUFF PM(UUTC-4)
From: I 10/5/2024 10:47:02 00:00:00 | Incoming | Missed
JENNI HUFF PM(UUTC-4)
From: I 10/5/2024 11:39:32 00:00:00 | Incoming | Missed
BUSSON,BEREA PM(UUTC-4)

Below is a listing of the voicemails on October 5, 2024.

From Timestamp-Time Duration

I D= id Septer | 10/5/2024 6:16:47 PM(UTC-4) | 00:00:13

I D-Vid Septer | 10/5/2024 6:56:05 PM(UTC-4) 00:00:15
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Ohio Attorney General’s Office
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2024-3052
Officer Involved Critical Incident - 10300 block Silvercreek
Road, Doylestown, Ohio 44230, Medina County

I 10/5/2024 7:33:37 PM(UTC-4) | 00:00:37
R 10/5/2024 10:19:35 PM(UTC-4) | 00:00:00

Below are transcripts of each voicemail.

10/5/2024 6:16:47 PM(UTC-4)

A male says “David, give me a call bud. Thank you. Bye.”
10/5/2024 6:56:05 PM(UTC-4)

A male says “Give me a call bud. I’'m waiting for a call. Ok I’ll talk to you later. Give me
a call. Bye.”

10/5/2024 7:33:37 PM(UTC-4)

A female says “David hey, call me, if you can. You got everybody worried, obviously.
Just know that we love ya. We’re here for you ok. Just take a breath, it’s going to be
alright. We’re all here for you. Go to Timmy’s, go to Brea’s, go somewhere, you’re not
alone ok. Hopefully you listen to this. | love you. You can come out to Nickajack, I’'m
working a wedding come out here, It’s fine. Alright buddy, I love you.” It is believed
that Nickajack refers to Nickajack Farms located at 2955 Manchester Ave. NW, North
Lawrence, OH 44666.

10/5/2024 10:19:35 PM(UTC-4)

The duration of this voicemail was listed as 00:00:00 and no audio was captured.

A copy of the Ohio BCI Cyber Crime Unit report is attached to this investigative report.
In addition, a copy of the extraction from the Apple iPhone has been added to the case
file as reference item B. Please refer to the attachments for further details.

References:
Item B - USB Thumbdrive - Apple iPhone extraction
Attachments:

1. 2024-10-10 Analysis Report Item 32
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Ohio Attorney General's Office
Bureau of Criminal Investigation
Analysis Report

2024-3052
Officer Involved Critical Incident - David Michael Septer, Deputy
Joseph Piroli, Deputy Caylum Yorks (S)

Investigative Activity: Cell Phone Analysis and Review
Involves: David Michael Septer (S)

Date of Activity: 10/09/2024

Author: Clairice Cowgill

Summary:

On October 9, 2024, Special Agent Jon Lieber of the Ohio Bureau of Criminal
Investigation (BCl) received warrant to search the below listed item. Said item was
forwarded to the Cyber Crimes Unit in Richfield, Ohio for analysis. This item was to be
extracted for evidence relating to Felonious Assault regarding the subject David Septer.

Submitted Items:

® (032 - Mobile Phone - Black Apple iPhone 14 A2649

Details:

Item 32: Item 32 is an Apple manufactured mobile phone; model A2649 (iPhone 14) with
the International Mobile station Equipment Identity (IMEI) 355185496596883. Item 48
has an advertised internal storage capacity of approximately 128 Gigabytes (GB) and is
not capable of additional storage. Item 32 is locked with the provided PIN code ||
A file system extraction was performed.

Findings:

Item 32: Attachment A contains a Cellebrite Reader report for contents extracted from
Item 32. Also appended in Attachment A is an executable file for the software Cellebrite
Reader for use to make the contents of the report human readable.

Conclusion:

A directory containing Attachment A has been provided for review upon the SanDisk
branded, 16 GB USB flash drive provided by the case investigator. A copy of the
attachment will be retained in the case file.
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