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Officer Involved Critical Incident - 2347 East Waterloo Road, Akron, Bch

Ohio 44312, Summit County

Investigative Activity: Cell Phone Analysis Review

Involves: Jeremy McCracken (S), BCI (O)

Activity Date: 11/4/2022

Activity Location: BCI — 4055 Highlander Parkway, Richfield, Ohio 44286
Authoring Agent: SA Charles Moran #67

Narrative:

On Friday, November 4, 2022, at about 0830 hours, Ohio Bureau of Criminal Investigation
(BCI) Special Agent (SA) Chuck Moran (Moran) received three Dual-Layer DVDs from the BCI
Cyber Crimes Unit (CCU). The Dual-Layer DVDs were exact copies and contained BCl CCU
Attachments A-D.

Previously, on October 7, 2022, SA Moran obtained a search warrant for a cell phone likely
belonging to the subject, Jeremy McCracken, who was involved in an incident and subsequent
officer-involved shooting on October 5, 2022, at about 1137 hours. The cell phone was collected
from the living room of Jeremy McCracken’s residence during the service of a search warrant.

In addition to the Dual-Layer DVDs with BCI CCU Attachments A-D, SA Moran received a
copy of BCI Computer Forensic Specialist (CFS) Natasha Branam’s (Branam) Analysis Report.
Her report indicted the following evidence item was examined:

e Matrix Evidence Item 012 — Mobile Phone — UMX U693CL

SA Moran reviewed each BCI CCU Attachment and noted the following:

Attachment A

Item 12 Calendar Events
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Item 12 Call History

Item 12 Searched Items

_’

Item 12 User Accounts

Item 12 Web Bookmarks

Item 12 Web History

Attachment B

Chats — chats — Native Messages_Native — attachments 12

Chats — files — Image
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Chats — Item 12 Chats

Contacts — Item 12 Contacts

Attachment C

Attachment D

Reference ltems:

The three Dual-Layer DVDs containing BCl CCU Attachments A-D were submitted to the BCI
SIU case file as Reference Item H.

Attachments:
The spreadsheets located in BCI CCU Attachment A were attached to this report. CFS Branam’s

Analysis Report titled, “Analysis of Item 12 — Cell Phone,” was attached to this Investigative
Report.
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2022-2085
Officer Involved Critical Incident - Jeremy A McCracken, Jack B. BC\
Simone, Sgt. Joe Gaffney (S)

Investigative Activity: Cell Phone Analysis and Review
Involves: Jeremy A McCracken (S)

Date of Activity: 10/09/2022

Author: Natasha Branam

Summary:

On October 7, 2022, Special Agent Charles Moran of the Ohio Bureau of Criminal
Investigation received a warrant to search the contents of the below listed item. This
item was to be analyzed for evidence relating to the crimes of Attempted Aggravated
Murder of Law Enforcement Officer and Felonious Assault regarding the subject Jeremy
McCracken.

Submitted Items:

012 - Mobile Phone - UMX U693CL

Details:

Iltem 12: Item 12 is an UMX manufactured mobile phone model U693CL. The
International Mobile Equipment Identity (IMEI) number associated with Item 12 is
990015649948239 and the serial number is 693CL60521003014. Item 12 has an
advertised internal storage capacity of 8 Gigabytes (GB) and is capable of additional
storage through the use of a micro Secure Digital (SD) card. No additional storage was
submitted with Item 12. Item 12 was placed into Airplane mode to suspend wireless
communications. The device was connected to a forensic tool capable of obtaining a
file system from the device. The extraction was then loaded into Cellebrite Physical
Analyzer, a software package that converts the data to an easily readable format.

Item 12a: Item 12a is an unbranded Subscriber Identity Module (SIM) card bearing the
Integrated Circuit Card Identifier (ICCID) 8901240154719045631.

Findings:

em 12: I
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Item 12a: The phone number associated with Item 12ais 330-962-3599.

Conclusion:

Attachments A - D can be found upon the accompanying Dual-Layer DVD, provided for
further review by the case investigator.

A copy of the Attachments will be maintained in the case file.

This document is the property of the Ohio Bureau of Criminal Investigation and is confidential in nature. Neither
the document nor its contents are to be disseminated outside your agency except as provided by law - a statute,
an administrative rule, or any rule of procedure.

Page 2 of 2 Finalized by SAS Justin L. Root on 10/18/2022





