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Investigative Activity: Review of Cell Phone Data
Involves: Thomas Nock (S)

Activity Date: 03/06/2024

Activity Location: BCI Richfield

Authoring Agent: SA Matthew Armstrong #146
Narrative:

On November 20, 2023, Ohio Bureau of Criminal Investigation (BCI) Special Agent (SA) Matt
Armstrong (Armstrong) received the results of the analysis for Matrix evidence Item #10, an
Apple iPhone 13, Model A2482. The analysis was completed by BCI Cyber Crimes Certified
Forensic Specialist (CFS) Natasha Branam. A copy of her forensic analysis report has been
attached to this report. The data extracted from the devices was stored on a thumb drive in the
BCI SIU case file as Reference Item D.

The data extracted from the device was organized in a Cellebrite Reader Report. SA Armstrong
utilized Cellebrite Reader to view the data and noted the following:

The cell phone appeared to belong to Thomas Nock as the Apple ID associated with the device
was nock430@jicloud.com and the owner’s name associated with it was Thomas Nock.
Additionally, the device name was Thomas’s iPhone.

The following images depict a summary of the contents extracted from the device:
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It appeared Nock utilized various applications and social media accounts to include Instagram
and Snap Chat. A username for Instagram was not identified. Usernames for Gmail and Snap
Chat were identified they are included below:

e  (Gmail - nock430@gmail.com
e Snap Chat - user name “shtickyfingers Shoo”

For additional details refer to the actual data recovered from the device.
Reference Items:

1. Item D — Data Extracted from Apple iPhone
Attachments:

1. 2023-11-20 Analysis of Item 10
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Condosta, Mitch Lorig (S)

Investigative Activity: Cell Phone Analysis and Review
Involves: Thomas J Nock (S)

Date of Activity: 11/20/2023

Author: Natasha Branam

Summary:

On November 17, 2023, Special Agent Matthew Armstrong of the Ohio Bureau of
Criminal Investigation received a warrant to search the contents of the below listed
item. This item was to be analyzed for evidence relating to the crimes of Felonious
Assault and Murder regarding the subject, Thomas Nock.

Submitted Items:

010 - Mobile Phone - Apple iPhone 13 - A2482
Details:

Iltem 10: Item 10 is an Apple manufactured mobile phone model A2482 (iPhone 13).
The International Mobile Equipment Identity (IMEI) numbers associated with Item 10 are
353207334120429 and 353207331200562 and the serial number is WXXVCX3YR6.
Iltem 10 has an advertised internal storage capacity of 128 Gigabytes (GB), 256 GB,
or 512 GB and is not capable additional storage. Item 10 is locked with an unknown
passcode. The device was connected to a forensic tool capable of determining the
passcode on the device; however, this model is not supported at this time. A partial file
system extraction was obtained from this device and it was then loaded into Cellebrite
Physical Analyzer, a software package that converts that data to an easily readable
format.

Item 10a: Item 10a is a Verizon branded Subscriber Identity Module (SIM) card bearing
the Integrated Circuit Card Identifier (ICCID) 89148000009452670740.

Findings:

Item 10: Due to the phone being locked and only being able to extract a partial file
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system from the device; it is recommended additional information be obtained from
service providers. The Apple ID associated with Item 10 is nock430@icloud.com. The
owner name associated with Item 10 is Thomas Nock and the device name is Thomas’s
iPhone. Attachment A contains one (1) Cellebrite UFDR file. In order to view the content
of the UFDR file double-click the CellebriteReader.exe and the UFDR will auto populate.
Once the Cellebrite Reader is open the content can be examined and any additional
reports can be generated.

Item 10a: The phone number associated with Item 10ais 216-314-7406.
Conclusion:

Attachment A can be found upon the thumbdrive (provided by the agency), provided
for further review by the case investigator.

Due to applied security features, a full examination was not able to be performed on
Item 10. Item 10 can be re-examined upon acquisition of the proper passcode.

A copy of the Attachments will be maintained in the case file.
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