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Investigative Activity: Review of BCl Cyber Crimes report and phone extraction
Activity Date: 2/13/2024

Activity Location: BCI Richfield

Authoring Agent: SA Jon Lieber #50

Narrative:

On Wednesday, January 31, 2024, Ohio Bureau of Criminal Investigation (BCI) Special
Agent (SA) Jon Lieber (Lieber) received an Ohio BCI Cyber Crime Unit report for an item
of evidence submitted on January 22, 2024 for scientific analysis (Cyber Crime case
number 2023-3223). The report was authored by Computer Forensic Specialist Natasha
Branam and was dated January 28, 2024. The items relevant to this report which had
previously been submitted were as follows:

1. 005 - Mobile Phone - Orbic Joy - RC608L
SA Lieber reviewed the cyber report and noted the following:

The Google accounts associated with Item 005 are zfornash828@gmail.com,
fornashzach101@gmail.com, and zachfornash15@gmail.com. The telephone number
associated with item 005 is (330) 418-9152.

Upon reviewing the forensic download of item 005 the following was noted:

According to the call log, in the approximately 12 hours leading up to the shooting
incident Zachary Fornash (Fornash) made or received the following calls:

1 '~: From: 12/5/2023 9:58:57 PM{UTC-5) 00:00:12 Answered
S | Er

2 (: From: 12/5/2023 9:53:14 PM{UTC-5)  00:04:05 Answered
o: [ < 9

3 (: From: 12/5/2023 9:35:03 PM({UTC-5)  00:16:21 Answered
e | Er

4 L From: _ -c)@} 12/5/2023 9:12:55 PM(UTC-5)  00:02:07 Answered
To:

5 < rom: | > ¢ 12/5/2023 9:10:34 PM(UTC-5)  00:00:37 Answered
To:

6 '~': From: 12/5/2023 9:09:03 PM{UTC-5) 00:00:04 Answered

S [TEX
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7 '\’: From: 12/5/2023 8:15:55 PM{UTC-5) 00:00:28 Answered
o [ oeno

8 J From: 12/5/2023 7:42:42 PM(UTC-5)  00:00:03 Answered
o Oemo

9 (: From: 12/5/2023 6:31:16 PM{UTC-5) 00:00:07 Answered
T N Dero

10 Q’: From: 12/5/2023 6:10:02 PM{UTC-5) 00:00:02 Answered

1" Q: From: 12/5/2023 6:05:08 PM{UTC-5)  00:00:06 Answered
o oo

12 (.’: From: 12/5/2023 4:12:47 PM{UTC-5)  00:00:57 Answered
To: 4 Demo

13 (f From: + Demo 12/5/2023 4:12:29 PM{UTC-5)  00:00:00 MNot answered
To:

14 & From: | Dero 12/5/2023 4:12:20 PM(UTC-5)  00:00:21 Answered
To:

15 e« From: || °em- 12/5/2023 1:52:54 PM{UTC-5)  00:00:19 Answered
To:

16 \': From: 12/5/2023 1:43:12 PM{UTC-5)  00:00:26 Answered
to: -+ oero

17 J From: 61553478653707  Zach Fornash { 12/5/2023 1:42:36 PM(UTC-5) Missed
To: _ Real Shiesty

18 K': From: 12/5/2023 1:13:43 PM(UTC-5)  00:00:24 Answered

19 K': From: 12/5/2023 12:51:40 PM(UTC-5) 00:00:02 Answered

20 K': From: 12/5/2023 12:47:57 PM(UTC-5) 00:00:02 Answered

21 K': From: 12/5/2023 12:24:07 PM{UTC-5) 00:00:23 Answered
To: - oeno

22 K': From: 12/5/2023 10:50:45 AM(UTC-5) 00:00:14 Answered
s | &b

23 & From: | orden Lamber 12/4/2023 9:33:54 PM(UTC-5)  00:00:00 Missed

To: 61553478653707  Zach Fornash {

The following is a text message exchange that occurred between Fornash and ||l
@ o December 5, 2023:
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Zach?

| need my stuff

Well | know how this will go.

I'l get it in like an hour..

How what will go. Nd okie dokie
You getting your stuff..

| mean u know | ain't got shit nd u just
keep texting me bout bars like that
helping me anyway

To work at

| am tired of not working everyday. I'm
tired of overthinking.

So work and school I'll spend 104
hours doing something. And 64 hours
of sleep a week.

Idk what tell u I'm trying make this
money nd get my clothes. | need to
smoke nd shit

Won't see my kids ever but at least |
know they'll have everything

And like | said

I'l get it

Don't worry Zach

Itll be the last time you have to hear
from me

Okay

Thanks.

Lmk when | can get it.

Literally fuck me side ways @ do

Lmk when | can get it

g

]

3 '
BCA

12/5/2023 5:58:00 PM(UTC-5)

12/5/2023 6:08:52 PM(UTC-5)

12/5/2023 6:17:47 PM(UTC-5)

12/5/2023 6:17:56 PM(UTC-5)

12/5/2023 6:18:19 PM(UTC-5)

12/5/2023 6:18:36 PM(UTC-5)

12/5/2023 6:19:09 PM(UTC-5)

12/5/2023 6:19:28 PM(UTC-5)

12/5/2023 6:19:51 PM(UTC-5)

12/5/2023 6:20:45 PM(UTC-5)

12/5/2023 6:20:51 PM(UTC-5)

12/5/2023 6:20:59 PM(UTC-5)

12/5/2023 6:21:14 PM(UTC-5)

12/5/2023 6:21:16 PM(UTC-5)

12/5/2023 6:21:19 PM(UTC-5)

12/5/2023 6:21:28 PM(UTC-5)

12/5/2023 6:21:38 PM(UTC-5)

12/5/2023 6:22:08 PM(UTC-5)

12/5/2023 6:22:24 PM(UTC-5)

12/5/2023 6:24:39 PM(UTC-5)

12/5/2023 6:25:12 PM(UTC-5)
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Unknown _-@@l Can | ask why you lied earlier 12/5/2023 6:26-52 PM(UTC-5)

o8

Unknown Lied bout what 12/5/2023 6:27:15 PM(UTC-5)
@8

Unknown U have clothes yet? 12/5/2023 8:58:47 PM(UTC-5)
o8

Unknown - <@y Who is Thai 12/5/2023 8:59:13 PM(UTC-5)
o8

Unknown -@@] This 12/5/2023 8:59:15 PM(UTC-5)

>3

Unknown Zach 12/5/2023 8:59:19 PM(UTC-5)
o2

Unknown T 5 Poei? 12/5/2023 8:59:28 PM(UTC-5)
| B
Unknown https://pinger-prod- 12/5/2023 9:01:09 PM(UTC-5)
- CD@I communications.s3.amazonaws.com/co
mmunications/1691057981/2023/656fd5
e3a27c¢54.51904163 jpg

Unknown _@El No okay 12/5/2023 9:04:55 PM(UTC-5)

@4

Unknown Ok 12/5/2023 9:05:26 PM(UTC-5)
o8

Unknown I 5 | mean you're fexiing me off two 12/5/2023 9-05-42 PM(UTC-5)
@y numbers

Unknown This only number I'm texting u on lol 12/5/2023 9:06:04 PM{UTC-5)
8

Unknown I'l just get my shit in the morning 12/5/2023 9:06:49 PM(UTC-5)

T 9
Unknown _-@@l https-//pinger prod- 12/5/2023 9-06:51 PM(UTC-5)

-@Q communications.s3.amazonaws.com/co
mmunications/1691057981/2023/656fd7
3c105b22.12031223 jpg
Unknown Not me 12/5/2023 9:07:09 PM(UTC-5)

T ¢
Unknown _-@@l You called me from it? 12/5/2023 9:07-24 PM(UTC-5)
T >

Unknown Alyssa | have no call or number 12/5/2023 90742 PM(UTC-5)
T 9

Unknown _- @8 https://pinger-prod- 12/5/2023 9:07:56 PM(UTC-5)
_-@c}‘] communications.s3.amazonaws. com/co

mmunications/1691057981/2023/656fd7
7f042d37.99012062 jpg

Unknown That ain't me Imao 12/5/2023 9:08:15 PM{UTC-5)

¢

Unknown o  ttwas definitely your voice so callme  12/5/2023 9:08:34 PM(UTC-5)
(o] on here

Unknown @?@l Or this convo ends 12/5/2023 9:08:38 PM(UTC-5)
8
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Yeah tell whomever tf texting me |
wanna play. I'm tired of this shit

Literally wish everyone would leave me
tfffff alone

I just want my stuff
| just want left the fuck alone
Bet | gotu

You don't bc people keep texting me
and you allow 1t

@ @ tf am | post to do Chase a bird
around u the one won't give me my shit
or tell me ur home for | can get it like
it's simple give me my shit nd I'l be
gone

Bro figure it out yourself

You lie. And it's funny

I'l see you soon get my shit

U the one won't give me it

Bc all you do is lie

U want left alone so bad but won't give
me my clothes

Okay

And so do u Imao

Mo | just want you to be honest and tell

me it was never me
Give me my shit or u won't like the

outcome u know how my anger is
Have fun O

Tell lex to get you more clothes

| got the key | ain't worried

I'll get mine

Please try to come

g

]

3 '
BCA

12/5/2023 9:16:38 PM(UTC-5)

12/5/2023 9:16:53 PM(UTC-5)

12/5/2023 9:16:58 PM(UTC-5)

12/5/2023 9:17:08 PM(UTC-5)

12/5/2023 9:17:17 PM(UTC-5)

12/5/2023 9:17:33 PM(UTC-5)

12/5/2023 9:18:24 PM(UTC-5)

12/5/2023 9:18:46 PM(UTC-5)
12/5/2023 9:18:56 PM(UTC-5)
12/5/2023 9:19:14 PM(UTC-5)
12/5/2023 9:19:22 PM(UTC-5)

12/5/2023 9:19:32 PM(UTC-5)

12/5/2023 9:19:37 PM(UTC-5)
12/5/2023 9:19:40 PM(UTC-5)
12/5/2023 9:19:49 PM(UTC-5)
12/5/2023 9:19:59 PM(UTC-5)
12/5/2023 9:20:30 PM(UTC-5)
12/5/2023 9:20:55 PM(UTC-5)
12/5/2023 9:21:04 PM(UTC-5)
12/5/2023 9:21:16 PM(UTC-5)
12/5/2023 9:21:23 PM(UTC-5)

12/5/2023 9:21:25 PM(UTC-5)
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U ain't home I'm already here

Too bad the clothes aren't there

I'l get my worth

For uk

Huh?

You make no sense

But show came down here flyin when |
said that

Didn't come down flying

Drove like | always do

U definitely did

Be fucking weird

Reckless

Ur the weird one that won't give me my

shit Imao
Be | don't wanna see you

If | give you it now I'll destroy every bit
of it

@ @ give me my shit

| gotcha

| gotcha

U see we're this goes

But please try something bc someone
be here

Don't worry

Ain't worried one bit

Shouldn't have came back around for
pussy and money

g

]

3 '
BCA

12/5/2023 9:21:32 PM(UTC-5)

12/5/2023 9:22:10 PM(UTC-5)

12/5/2023 9:22:18 PM(UTC-5)

12/5/2023 9:22:26 PM(UTC-5)

12/5/2023 9:23:45 PM(UTC-5)

12/5/2023 9:23:49 PM(UTC-5)

12/5/2023 9:24:27 PM(UTC-5)

12/5/2023 9:26:26 PM(UTC-5)

12/5/2023 9:26:30 PM(UTC-5)

12/5/2023 9:26:41 PM(UTC-5)

12/5/2023 9:26:50 PM(UTC-5)

12/5/2023 9:26:52 PM(UTC-5)

12/5/2023 9:27:04 PM(UTC-5)

12/5/2023 9:27:50 PM(UTC-5)

12/5/2023 9:28:13 PM(UTC-5)

12/5/2023 9:28:22 PM(UTC-5)

12/5/2023 9:28:26 PM(UTC-5)

12/5/2023 9:28:27 PM(UTC-5)

12/5/2023 9:28:34 PM(UTC-5)

12/5/2023 9:28:44 PM(UTC-5)

12/5/2023 9:28:47 PM(UTC-5)

12/5/2023 9:28:57 PM(UTC-5)

12/5/2023 9:28:57 PM(UTC-5)
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Should have kept fucking just your wife

Definitely ain't come back for ya pussy

@ @ nd money right 3 @ u see

we're this goes
Ya did. You used me like always

I'll let draion know the truth too

Don't worry

About what

MNah definitely didn't

You used the absolute fuck out of me.

U want war | got ya simple can set my
shit outside nd I'll get it but I'm have
take it more

U see by the end of the night nd please

calljij lease do @ I'l run that mf

over like he was begging me do

Nd let him know bout u asking for pills
nd everyone else

| gotcha

He already knows O
He watched me send the text
Nice try daddy

Remember what u told me nd yah
okay

U see by the end the night

You love me but leave me @ you love
me but has your wife sending you
money and you fucking her

Pace that floor sum more

What did | tell you? And yeah okay
what

You love me but leave me G2 you love
me but has your wife sending you
money and you fucking her

G
N

Bc\

12/5/2023 9:29:23 PM(UTC-5)

12/5/2023 9:29:42 PM(UTC-5)

12/5/2023 9:29:56 PM(UTC-5)

12/5/2023 9:30:10 PM(UTC-5)

12/5/2023 9:30:15 PM(UTC-5)

12/5/2023 9:30:18 PM(UTC-5)

12/5/2023 9:30:28 PM(UTC-5)

12/5/2023 9:31:08 PM(UTC-5)

12/5/2023 9:31:17 PM(UTC-5)

12/5/2023 9:31:56 PM(UTC-5)

12/5/2023 9:32:20 PM(UTC-5)

12/5/2023 9:32:26 PM(UTC-5)

12/5/2023 9:32:36 PM(UTC-5)

12/5/2023 9:32:46 PM(UTC-5)

12/5/2023 9:32:55 PM(UTC-5)

12/5/2023 9:33:02 PM(UTC-5)

12/5/2023 9:33:13 PM(UTC-5)

12/5/2023 9:33:16 PM(UTC-5)

12/5/2023 9:33:20 PM(UTC-5)

12/5/2023 9:33:21 PM(UTC-5)

12/5/2023 9:33:21 PM(UTC-5)
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Wif are you talking about O

Don't worry I'll get mine ya have a good
one. Darion be filled in to

Bro you're tripping when you're the one
who left and left your shit

| may not be safe from my husband but
| know when he's around I'm safe from
others

I've never been safe with you

https://pinger-prod-

communications s3 amazonaws com/co
mmunications/1691057981/2023/656fe2
d32e1dc3.85994744 jpg

You make up lies in your head and
believe them

https://pinger-prod-
communications.s3.amazonaws.com/co
mmunications/1691057981/2023/656fe2
eaec(6e3.60633563 jpg

You think I'm out here fucking no bro

You're the only one and this is how |
know you're doing coke again

You do this shit every time

You do this shit every time

| don't have a heart anymore. You both
have made me so fucking numb and
heartless

| don't have a heart anymore. You both
have made me so fucking numb and
heartless

You didn't care for it until | said some

You didn't care for it until | said some

12/5/2023 9:33:36 PM(UTC-5)

12/5/2023 9:34:15 PM(UTC-5)

12/5/2023 9:34:46 PM(UTC-5)

12/5/2023 9:52:30 PM(UTC-5)

12/5/2023 9:52:48 PM(UTC-5)

12/5/2023 9:56:18 PM(UTC-5)

12/5/2023 9:56:24 PM(UTC-5)

12/5/2023 9:56:42 PM(UTC-5)

12/5/2023 9:57:33 PM(UTC-5)

12/5/2023 9:57:49 PM(UTC-5)

12/5/2023 9:57:55 PM(UTC-5)

12/5/2023 9:57:55 PM(UTC-5)

12/5/2023 9:58:38 PM(UTC-5)

12/5/2023 9:58:38 PM(UTC-5)

12/5/2023 9:59:40 PM(UTC-5)

12/5/2023 9:59:40 PM(UTC-5)

SA Lieber did not identify any other information pertinent to the December 5, 2023
incident on the Orbic Joy cellular telephone.

A copy of the Ohio BCI Cyber Crime Unit report is attached to this investigative report.
A copy of the forensic download of item 005 has been added to the physical case file
as item C. Please refer to the attachments for further details.

This document is the property of the Ohio Bureau of Criminal Investigation and is confidential in nature.
Neither the document nor its contents are to be disseminated outside your agency except as provided by
law - a statute, an administrative rule, or any rule of procedure.
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2023-3223

Officer Involved Critical Incident - Unknown, Zachary James BcC\

Fornash, Garrett Marino (S)

Investigative Activity: Cell Phone Analysis and Review
Involves: Zachary James Fornash (S)

Date of Activity: 01/28/2024

Author: Natasha Branam

Summary:

On January 22, 2024, Special Agent Jon Lieber of the Ohio Bureau of Criminal
Investigation received a warrant to search the contents of the below listed item. This
item was to be analyzed for evidence relating to the crimes of Menacing, Felonious
Assault, and Carrying Concealed Weapons regarding the subject Zachary Fornash.

Submitted Items:

005 - Mobile Phone - Orbic Joy - RC608L
Details:

Iltem 5: Item 5 is an Orbic manufactured mobile phone model RC608L (Joy). The
International Mobile Equipment Identity (IMEI) number associated with Item 5 is
350529110410739 and the serial number is 8654c9ba. Item 5 has an advertised
internal storage capacity of 32 Gigabytes (GB) and is capable of additional storage
through the use of a micro Secure Digital (SD) card. No additional storage was
submitted with Item 5. Item 5 was placed into airplane mode to suspend wireless
communications. Item 5 is locked with an unknown passcode. The device was
connected to a forensic tool capable of determining the passcode on the device. The
passcode for the device is 1379. The device was connected to a forensic tool capable
of obtaining a file system extraction from the device. The extraction was then loaded
into Cellebrite Physical Analyzer, a software package that converts the data to an easily
readable format.

Item 5a: Item 5a is a Verizon branded Subscriber Identity Module (SIM) card bearing the
Integrated Circuit Card Identifier (ICCID) 891480000096184742109.

This document is the property of the Ohio Bureau of Criminal Investigation and is confidential in nature. Neither
the document nor its contents are to be disseminated outside your agency except as provided by law - a statute,
an administrative rule, or any rule of procedure.

Page 1 of 2 Approved By SAS Justin L. Root on 01/31/2024



Findings:

Iltem 5: The passcode recovered for Item 5 is 1379. The Google accounts associated
with Item 5 are zfornash828@gmail.com, fornashzach101@gmail.com, and
zachfornash15@gmail.com. Attachment A contains one (1) Cellebrite UFDR file. In order to
view the content of the UFDR file double-click the CellebriteReader.exe and the UFDR
will auto populate. Once the Cellebrite Reader is open the content can be examined and
any additional reports can be generated. It is necessary to note that Item 5 has a last
recorded factory data reset time of November 5, 2023 4:40 PM.

Item 5a: The phone number associated with Item 5ais 330-418-9152.
Conclusion:

Attachment A can be found upon the thumbdrive (provided by the agency), provided for
further review by the case investigator.

A copy of the Attachments will be maintained in the case file.

This document is the property of the Ohio Bureau of Criminal Investigation and is confidential in nature. Neither
the document nor its contents are to be disseminated outside your agency except as provided by law - a statute,
an administrative rule, or any rule of procedure.
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