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Summary:

On 9/21/2023, Special Agent (SA) Ryan Scheiderer requested the assistance of the Bureau
of Criminal Investigation (BCI) Cyber Crime Unit (CCU) in submitting a search warrant for the
iCloud account "kiyayoung1@gmail.com" to Apple, and processing the data upon receiving it.
SA Joseph Wilhelm submitted a search warrant to Apple on the same date.

Details:

On 10/10/2023, upon receiving the response from Apple, SA Wilhelm downloaded the
information provided by Apple for Ta'kiya Young's iCloud Account using the Magnet Apple
Warrant Return Tool. The tool downloaded the data from Apple, verified the hashes of the
downloaded files, decrypted the files, and constructed the data archive in the correct format to
be parsed. SA Wilhelm parsed the data using Cellebrite and created a Cellebrite Reader Report.

Conclusions:

SA Wilhelm reviewed the data and found that no iMessages were saved on the iCloud Account.
The iCloud Account did not have any device backups which could have contained any sms,
mms, or iMessage content.

Attachments:
The following content accompanies this report:

The folder “Cellebrite Report” contains the Cellebrite Reader program and the report package
of the data that was downloaded from Apple. Double-click “CellebriteReader.exe” to open
the application. Allow a few seconds for the data to begin loading indicated by a green
status bar in the bottom right corner. If the parsed data is not loaded automatically then
click Open from the File menu, browse to this folder, and choose “Apple iCloud
(Backup)_2023-10-10_Report.ufdr” to view the data that was processed.

NOTE: In Cellebrite Reader, some entries may be hidden based on the program's default
behavior. Go to Tools -> Settings -> General Settings -> "Duplicate Rules" and choose either
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"Show group of similar items" or "Show all items." Also go to Tools —> Settings -> Timeline and
select all of the data you want to show in the Timeline view.

Please contact BClI CCU at 740-845-2418 if additional details or analysis are requested. A copy
of the attachments will be retained by BCI CCU.
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