. STATE OF OHIO ,
'OFFICE OF THE ATTORNEY GENERAL
CONSUMER PROTECTION SECTION

IN THE MATTER OF:
G4 TELECOM,'INC.,

1621 Central Avenue
Cheyenne, WY 82001

B 'DO'C'K{ET NO. 599793

and

JOSEPH L. PUTEGNAT ~
2658 Del Mar Heights Road, #412
Del Mar, CA 92014

ASSURANCE OF VOLUNTARY COMPLIANCE

: Thrs Assurance of Voluntary Compliance (“Assurance”) is entered 1nto thrsdﬂ day of
. \> (M(\& 2022 by Dave Yost Attorney General of the State of Oth (“Attorney General”) :
G4 Telecom Inc (“G4”) and J oseph L. Putegnat

WHEREAS the Attorney General havmg reasonable cause to bel1eve that G4 has

v engaged 1n acts and practrces whrch V1olate the Consumer Sales Practrces Act (“CSPA”) R C N

1345, 01 et seq., and the Telemarketmg Sales Rule (“TSR”) 16 CFR 310, and havmg authorlty to

. 1nvest1gate G4 pursuant to 15 U. S C. 6103(a) 47 U.S. C 227(g) R.C. 109 87, and R.C: 1345 06 :

and the common law of the State of Ohro has conducted an 1nvest1gat10n pursuant to the authority

igranted h1m and | ‘ | B | | k‘ | | |

WHEREAS the Attorney General may, pursuant to R C. 109 87(C)(8)(b) and R.C. .

» ,1345 06(F) termmate an 1nvest1gat1on upon the acceptance of an- Assurance of Voluntary
Compl1ance and; | o | | | | |

WHEREAS G4 Voluntarﬂy enters 1nto thls Assurance Wrth the Attorney General as 1t

1ntends and desues to comply Wrth all aspects of consurner law 1nclud1ng but not l1m1ted to, the



prov1s1ons of the . CSPA 1ts substantlve rules under Chapter 109 4- 3- 01 et seq. of the Oh1o\
- Adm1n1strat1ve Code (“Substantwe Rules”) and the provrsrons of the Telephone Consumer'..
' _Protectlon Act (TCPA) 47 U. S C.§ 227 and the TSR 16 CFR 3 10 et seq |
WHEREAS 1n entenng 1nto th1s Assurance the mutual objectwe of the part1es is to
resolve, w1thout l1t1gatron the Attorney General’s clarms under the TSR V1a the Telemarketmg
and Consumer Fraud and Abuse Preventlon Act for prehmrnary and permanent injunctive relief, .
:the potential claims for payment of damages and other penaltles for carrymg a smgle Robocall in
V101at10n of the TSR and rermbursement of the Attorney. General S costs and expenses related to

the 1nforma1 1nqu1ry

WHEREAS the entry 1nto this Assurance by G4 Telecom Inc 1s not an admrssron of S

) 11ah111ty or guilt w1th respect to the partrcular claims of any 1nd1v1dual or class of consumers. or the

| 'Attorney General | | | “ i3
NOW THEREFORE in con31derat10n of the mutual prorn1ses and condrtrons set forth |

here1n the partres hereto AGREE as follows: | = | ..

1. E The “Effectrve Date” shall mean the date indicated on the ﬁrst page of thls Assurance

2 By acceptlng th1s wiitten Assurance the Attorney General agrees to termlnate the current

: 1n\rest1gat1on of G4 and its busmess practrces and actions occurrrng on or before the Effectlve Date

of this Assurance. | ’.

3. . B$7 giving this written Assurance‘. G4 agrees.to complyw1th all terms of this Assurance .

and to conduct business i in comphance Wrth all apphcable Oh1o laws, 1nclud1ng w1thout limitation,

the CSPA and-its Substantwe Rules the TCPA and the TSR



DEENmIONS
For the purpose of this Assurance' the followlng :‘deﬁni.tion's: 'apply: '
| ‘A. : “Assurance” “Attorney General” “G4” “CSPA” “T CPA” and “TSR” are
deﬁned as descrlbed above in the Preamble and Flndmgs
B ‘ ’ “Ass1st1ng and Facllltatmg” means pr0V1d1ng substantlal as31star1ce or support ’
"1nclud1ng, among other - conduot prov1d1ng consultlng services, Lead Generatlon or
‘Telephony Services. h
' 4_C. “Communication” rneans any ‘contact, _whether ’form_al or inl:’ormal, between two
* or more l’ersons ‘at any timeor place and under any cifcunistances Whatsoever ‘whe.reby
emforrna’uon of. any kind or nature was transm1tted transferred d1sclos‘ed exchanged or
.recorded It} 1ncludes, ‘without llmltatlon any oral Wr1tten and Electronlcally Stored‘ |
e _‘Infqnnauon that is opened or unopened, active, or deleted. ‘
: D}; ,Q“'Con:tr’ibut,ion” rneans any donation_, gift of money, or anyother na}rrnent, :
eonsiderati'on, 'or 'thing of value, including, without limitatidn, : pe‘r__sonally identiﬁable
inforrn'ation or»any Other personal data. | |
E. ‘lCustomer” means‘:any‘ Person for whom or’for .Which G4, individually or through
. any agents, enrployees,-afﬁliates ~subsidiaries, -oorporat”ions,'or other huSiness‘formaﬁons,
prov1des or prov1ded Telephony Serv1ces | ‘
F. “DNC Reglstry” means the Natlonal Do Not Call Registry malntalned by the
Federal Trade Commission (“FTC”) | B | | v
-G, ‘fE‘lectronically Stored ‘I_nformati_on” »rne’a{ns,'without 'lirnitation, computer or
electronic ﬁles store‘d ’on file servers, e-niailservers,work StElthIlS‘, desktops, hard drives,

solid-state drives, cloud storage, personal d1g1tal assistants, smartphones (e.g., Blaokb_errys,



' iPhones Droids), tablets (e;g?.‘ iP-ads) and f-otherv'mObile electronic de\"Iices or other
electromc social .or 1ndustr1al/busmess Web-based media (e g., Facebook® Twitter®,
L1nkedIn® Skype® WhatsApp® etc. ) records data reports, and queries derrved from
or resrding in applications and databases computer prmtouts contracts cost sheets, data
comprlatl_ons fromv Which 1nforrnat10n can rbe obtarned, derived, or canbe translated through
~k detection devices or convertedsortranslated into 'reasonably usable ’for_rn,l magnetic discs,
‘i magnetic strips, magnetic tape, recognition c_h'aracters,‘ microﬁche,‘ microﬁlm, optical
characters, punched-_ cards, pun‘ched paper tapes, audio tapes or recordings, or video tapes
or re_cordings. | |

| H filndustry Tracéback Group” means the Indust‘ry-‘Traceback‘Group, a consortium
.icond’u»ctiing »private-led efforts to 'trace back the origin of suspected unlawful Robocalls,'or
: any succeSS’or consortium registered with the ‘Federal Communications: Corn'mi-'ssion ‘

| (“FCC”) pursuant to Sec’uon 13 of the TRACED Act and 47 C.F. R 64. 1203 |

| I B - “Lead Generation” means the assrgnment creation, sourcmg, sale, subscrlption

' .vleasmg, renting, distributlon provisioning, purchase resellrng, wholesalmg, or transfer of
any list or co_rnpilation of telephone numbers ,utilized or 1ntende‘d to be ‘utilize‘d for the
purpose of generating.or_ initiating Outbound Telephone Calls and/or Telemarketing. ,

. “Manually Dlaled Call” means a telephone call that is dlaled by an 1nd1v1dual Who
manually selects the telephone number to be called w1thout the assistance of an automated
dialer or s1milar dev1ce and ’vuithout the use of any prerecorded message..

‘ K ) c#NANP.” .mean's the North Amerlcan Numberlng Plan.

L.  “Outbound Tvelepho‘ne' 'Call’_?-means 'a:_tele'phone call initiated to:



1. Induce the,purcha_s,e-of»goods-!or. services;

2, Solicit a Contribution; I
) AdVertise or_ ‘Offer a':loan or-'fex'tensiOn of credit' ot -
4, . ‘Obtam 1nformatlon 1nclud1ng, wrthout 11m1tat10n through the arrangement '

of a meetlng, that may be: used to 1nduce the purchase of goods or. serv1ces sohclt a.
Cohtr1but1on or solicit a loan or extens10n of credrt | ‘
M.’" | t‘Person” means any 1ndrvrdua1 group, organlzatlon unmcorporated assoc1at10n ,‘
,hmlted or general partnershrp, corporatlon subsrdrary, afﬁhate or other legal entrty

N “Prlor Express ertten Authorlzatlon” means prlor to the or1g1nat1on '

: termmat1on routmg, or transmlssron of any telephone call 1nc1ud1ng a Robocall to any

S »Person the caller has recelved an express, ertten author1zat10n from the call recrplent_'"

‘ pwhereby the call rec1p1ent has expressly agreed to’ rece1ve such telephone calls 1n a wr1tten g . |

‘ ‘Communlcatlon created by that call recrplent and directly addressed and sent to the caller . .‘
for the av01dance of doubt any such authorrzatlon derlved from an 1nternet search from ‘_ '
Can onhne consent form from any form of Lead Generatlon or from any thlrd party 18 not 3
: sufﬁcrent to quallfy as'a Prror Express ertten Authorrzatron under thrs Order
0. s “Robocall(s)” means a telephone call that dehvers art1ﬁc1al or prereoorded V01ce
messages, in, whole or in part mcludlng, wrthout lrmrtatron telephone calls utrhzlng‘
,:Soundboard technology and rmgless Vorcemarl ‘messages whether actlng dlrectly or 3
through an 1ntermed1ary | |
: P; | | . “STIR/SHAKEN Authentlcatlon Framework” means the Secure Telephone

Identlty Revrslted and Slgnature-based Handhng of Asserted Informatron Usmg Tokens =



standards. See 47 U.S.C. _§ 227b '7 .
Q. | ‘,‘Telema'r‘keting”v rﬁ,é_ahsi _éhy.plat_i, program, or campaign that" is _conducted to
: generate or initiate -Outbound.TelephoIllé: ,Célis by 'use,?‘of’ a tglephbne Qf VolP-related
technology and which involves a tgléphoﬁé cé;ll._' |
R “Telephony; Sérvicés?? means ‘Wil.’;l_ii’ile or w1reless telcéonununications' services,
includihg; Withbut iimitatioh: |
| 1_.‘ the dialing, | orlgmatlon, ' teffhihatiqn, : fdutihg, or \.‘:-t_r_énsmiss_ion of any
't'elephone‘calls _made oner -zi;ppblic switched telephdné-nét\}vork;"_ |
2. | VoIP}.Servicv:es';

3. electronic messaging services;

4. ringless voicemail messages; or
5. any other common carriage, telecommunications, or information services.
S. “Traceback Request” means any request to determine the source of a Robocall -

and/or the voice service providers that dialed, originated, transmitted, or routed a Robocall,
~which request was made by:
1. A telecommunications carrier or voice service proVidef;

2. The Industry'Traéeback Group;

3. A law enforcement agency; or
4. Any other industry organization comprised of telecommunications carriers

and/or voice s'ervice'provid'ers: that seek to combat and reduce unlawful Robocalls.
T. “Unassigned N u’mbérf’ r"n'ean:s‘ any caller D humber for which the administrator
of NANP has nevér,opcned: (1) the NPA"'éréa code ;}f()r carrier number assignments or (2)

the NPA—NXX‘c'en'tral/ office code fbr camernumber as_signmenfs. =



U. | U S Point Of Entry” means the ﬁrst downstream vo1ce serv1ce prov1der
; allowmg trafﬁc onto the U S. Pubhc SWltched Telephone Network that was orlgmated
outside the,U.S. - e
V. | “V'oIP;’Z means Voice ‘_‘over:_Int:err__l’et Protocol s
W, “VolIP Servicesll means 1) one-Wayor _intereonnected V‘oIPJ telephony -services;
including, without llmitati'on‘,._vlthe_ or1g1nat10n,term1nat1on, | routing,‘ or tra_nsmission‘of
; tel-cphOne ’callsvmade, :OVer a pubpc _svvitched vtelephonetnetwork andwhlch requlresryollJ; o
related teehnology and (2)‘ _the_resale, assignrnent, fli,,cvve:n‘s‘ing,‘ or'prov:isioning‘ of telephone

- numbers, including, ‘withoutlimitation,l telephone ‘nurr'rb'e"rs associat'ed;lwith direct inward K

. dialing.
BACKGROUND AND STATEMENT OF FACTS
‘ .1-. ' G4 1s a Wyomlng Corporatlon in the telecom mdustry with a pr1nc1pa1 ofﬁce and ma1l1ng

' address of 1621 Central Avenue Cheyenne WY 82001. ;

2. At all tlmes relevant to th1s Assurance Joseph L. Putegnat vvas the sole dlrector '
shareholder owner and operator of G4 Joseph L Putegnat’s ma1l1ng address is 2658 Del Mar .
Heights Road, #412, Del Mar CA 92014 |

3. G4 and Joseph L. Putegnat are alter €gos. Mr Putegnat owns, manages and controls all -
,s1gn1ﬁcant operat1ons of G4 For purposes of th1s Assurance “G4 ” refers to both G4 Telecom
‘Inc and Joseph L Putegnat | | S

v 4 G4 isa suppher as that term 1s deﬁned in R C 1345 01(C) as 1t has been at all trmes_ |
relevant herein, engaged in the busrness of effeetmg eonsurner transactlons_ by earr.ylvng voice calls
through voi-ce over intemet‘ 'brotocol to 1nd1v1duals _injthe_.FSta"te. of Oh1o for:‘ purposes that‘ vver_e '

primarily personal, family or household Wlthmthemeamng specki-ﬁed in R.C. 1345 .jOl(A),



5. In 2020 the Attorney General along w1th other state and federal law enforcement agenc1es

began Workmg with a trade assocratron USTelecom on developrng the abrhty to trace Robocalls
to their ult1mate sources through a coa11t1on of voice servrce provrders (“VSPs) 1t leads called the
Industry Traceback Group (“ITG”) In December 2019 Congress enacted the Pallone Thune
,Telephone -Robocall' Abuse Crlmmal Enforcement and Deterrence Act (“the TRACED Act”) to
combat the scourge of unlawful Robocalls See Pub. L No 116- 105 § 13(d) 133 Stat 3274‘
v (2019) Followmg 1ts enactment the FCC desrgnated the ITG as the ofﬁ01al traceback consortrum
charged w1th leadmg the telecommun1cat10ns industry’s efforts to trace the or1g1n of suspected
unlawful Robocalls through various telecommunlcatlons networks through tracebacks

6. A traceback 1dent1ﬁes each of the- VSPS through which thé call passed when it traveledf

from the or1g1nat1ng serv1ce prov1der (caller $ prov1der) to the termmatmg prov1der (call
3".re01p_1ent s prov1der) | '

7. Upon recelpt of specific information from a law enforcement agency w1th a reasonable “

basis to belleve a Robocall was unlawful the ITG will attempt to trace the unlawful Robocall to

- its ultimate source by workmg backwards from the telephone call rec1p1ent ] VSP through the
chain of VSPs until they reach the ultlmate source. | |

8. Each traceback 1dent1f1es an unla‘wful Robocall thatis part ofa campaign, or a group of
calls with identical or near identical messaging as determined by the content and calling patterns.
9. The ITG writes in its Pohcres And Procedures that one campalgn represents hundreds of
thousands or mllhons of calls 5 |

10. . The ITG md1cated that it traced unlawful Robocalls that were carrled by G4 and termlnated
in Ohro These calls were traced to forelgn sources and 1dent1ﬁed G4 as the point of entry into the

United States telecommunlcatron networks The ITG 1ndrcates that the suspected Robocalls that



ultimately tennlnated to a phone number .w1th an Chlo .larea code were accepted by G4 onto its |
| network and then G4 passed that Robocall onto another Un1ted States (U S. ) VSP. Th1s
1nformat10n was Voluntarlly prov1ded to the ITG by G4 as part of its ongomg cooperatron with the
ITG. | B |
11.  The ITG also .traced unlawful Robocalls that were- 'carr'red by Gél_rand originated from a
_ number with an Ohio area code. -The ITG ‘indicatesthat’the suspected-Robocalls that originated ‘
from a phone number with an Oh1o area code were accepted by G4 onto its network and then G4 |
~ passed that Robocall onto another U. S VSP This lnformatlon ‘was Voluntarlly provided to ITG by

G4 as part of its ongorng cooperatron w1th the ITG.

12. Between June 2020 and March 2021 G4 attempted 179 858 692 calls to numbers w1th =

Ohlo area codes from Vlrtual Telecom KFT/Mobr Telecom, LLC (one of G4 Telecom Inc.’s many
Customers) A total of 63 286,549 of those calls were transferred to 9,159, 189 umque numbers .‘ '
. with Oth area codes that were 11sted on the DNC Registry. G4 Telecom Inc then passed those _ i
| 5 calls onto another U. S VSP. Thus, in th1s time perlod 35.19% of calls that G4 carrred w1th
- numbers with Oth area codes from Virtual Telecom KFT/Mob1 Telecom LLC and passed on to
- another U.S. VSP were hsted on the DNC Reglstry This 1nformat1on was voluntarrly provided to
‘the Attorney General by G4 in response to a subpoena request | |

13.  Between May 29, 2020 and March 12 2021, G4 carned unlawful Robocall traffic from its
Customer Icon Global Services L1m1ted that ultlmately tennmated to a number with an Ohio area
code G4 Telecom Inc then passed those calls onto another U S. VSP. These Robocalls were part
ofa suspected government imposter scam. | | } |
14. Between June 20, 2020 and March. 12 2021 G4 Telecom Inec. carrred unlawful Robocall B |

trafﬁc from its Customer Cherry Vo1ce Inc that ultrmately termrnated toa number w1th an Oh1o



e area code G4 Telecom Inc then passedthosel calls onto another U.S. | VSP These Robocalls were

~partofa suspected cred1t card interest rate reductlonscheme'

15. Between June 23, 2020 and Mar‘ch 12_, 2021, G4 carried‘unlatwﬁll Robocall» traffic from'its o
Customer Articul8 that ultimately terminated toa number 'with an Ohio area code. G4 ‘Telecom, |
Inc. then passed those callsonto anothe_r' USVSP These fRobocalls; were part of a suspected
government imposter scam; ) | & ‘- | | | |

16. - Between _February 2, 2()__21 -a'nd Norfember 22, 2021, G4, was the ﬂ.‘S."Point-Of Entryk'and :
cartied unlawful Robocall traffic from it Customer 6409024 Canad.a',j Incrl that ultirnately |
terminated to a number with an Ohio area code.v G4 Telecorn‘, Inc. then passed those calls onto
,another U.s. VSP; Cr:4t.andv» 6’4(})9024'Canada Inc. did vnot enter into a written contract for this

' _engagement and G4 accepted a prepayment for the service. These Robocalls were part of a" "

. \:suspected government 1mposter scam. | _‘ L
o .17. o Between June 14 2021 and September 1, 2021 G4 was the U. S Pornt of Entry and camed_' :
.unlawful Robocall trafﬁc from its Customer Ax1stel that ultlmately termlnated to a number w1tth
an Ohro area code G4 Telecom Inc then passed those calls onto another U S. VSP G4 and
Ax1ste1 d1d not enter into a written contract for this engagement and G4 accepted a prepayment for
the serV1ce These Robocalls were part of a suspected government imposter scam.
18. - Between August 31, 2021 and O.ctober 18,2021, G4 c'arriedunlawﬁll RobOcall traffic from
its Customer PZ Telecom that ultlmately termmated toa number W1th an Ohio area code. G4
Telecom Inc then passed those calls onto another Us. VSP G4 and PZ Telecom did not enter
into a wrrtten contract for this engagement and G4 accepted a prepayment for the service. These

, Roboca_lls were partofa suspected goyernment 1mposter scam.

10



» 19 The facts set forth above Vlolate the TSR The TSR proh1b1ts any person from prov1d1ng
substant1al assrstance or support to any seller or telemarketer when that person knows or
: lconsclously avo1ds knowmg that the seller or telemarketer is engaged in any act or practrce that

V1olates §§ 310 3(a) () or (d) or § 310 4 of th1s Rule & 16 C FR: § 310 3 (b) Pursuant to. the'

Telemarketmg and Consumer Fraud and Abuse Prevent1on Act state attorneys general may br1ng Ees

enforcement act1ons agamst V1olators of the TSR on behalf of the1r res1dents 15U. S C. § 6103.
20. By acceptmg unlawful Robocalls onto its network and causmg them fo be sent, d1rectly or’ o
1nd1rectly, to an Oh1o resrdent G4 Telecom Inc Vlolated the TSR . |
21. Upon learmng of these Vlolat1ons by G4, the Attorney General 1n1t1ated th1s 1nvest1gat1on :
into G4 Telecom Inc | - : | T

22. G4 Telecom Inc. responded to the Attorney General’s 1nvest1gat1on 1nqurr1es promptly and‘_' %
| 1ndlcated that 1t 1s seekmg to. comply w1th Oth and federal law m1t1gate Robocall trafﬁc vrai -

‘ telephone and cooperate w1th the Attorney General

COMPLIANCE PROVISIONS

23. As deﬁned 1n Paragraph 3 of the Assurance these comphance measures apply to G4I"
Telecom Inc and Joseph L Putegnat domg business under the name G4 Telecom Inc or any
other name, the ofﬁcers agents representatlves salespersons employees successors, or ass1gns, i
and all persons actlng in concert and part1c1pat10n Wlth them d1rectly or 1nd1rectly, through any
corporate devrce partnershlp or assocratlon B

24. G4 and Joseph L.- Putegnat domg bu‘smes'sunderthename- G4 Telecom Inc or any other
‘name the ofﬁcers agents representatrves salespersons ernployees successors or ass1gns and all

persons act1ng in concert and part1c1pat10n Wlth them dlrectly or 1nd1rectly, through any corporate :



device, paﬂﬁerShip or association shal‘ll not ‘_"e_ril'gag‘ef orj'.’cvause 40’,the'rs tokengagre’ in assisting and‘
facilitating ;others;,engaging in Vlolatlngthe TSR, 1 6 CFR Part 3 1 0 |

25. Td ‘the exteﬁt that 'G4 may have_e‘l_igaged ':in;;vcmsfval_l‘eg‘ed abusiVé, ﬁnféir dr deceptiife
business practices in the State of Ohig‘,k mcludlng any Vlolatlons of theT_SR, G4 shall imm¢diately

cease and désist any and all such 'pré(':fic:e'st'and;_sh.z.lll not éngégé-in suchiﬁracﬁces going forward.
- 26. G4 Telecom, Inc. shall‘vh(')t' prov1deany V(v'.),IPYByvusiﬁvess: fSe__rVices,v ‘_il‘lcl'uding, but not limited
to, Telephony S‘erVicves,‘acceﬂs‘s_ to 1ts telééd@unicafiéﬁs héf,Wor_ksbr‘the pfOQisioh of telephone
numbers, to any néw or prospectivé"'Cl;S’tovmevr:withqut ﬁrsf eﬁgaging in'_:a reasonable screening of |
such Customer. For krall» Customers, such reasonabié' screemng ”mﬁst.;rec_ur' aﬁnually; Such
reasonable scbreéning’mus’bc;:inchide, but not be limited to, obfaiﬁing from “e;iéh.‘ prqéb,éctive or '
- current Cilepmer the, following infonnatidn:. |
- AL For Customers who describe their busihess as involving telefnérketing ‘or‘-te‘leph"c;nc '
- calis ‘to vfs()licitv the purchaée of goods bcv)r‘-' services or c'harite‘t‘bl.e. of‘ politicélj.
convtvriibutionsb;v | | |

’. 1. obtéining the pfospective C'ust_omer’s‘:‘ i

1. Subs,cripﬁon Account Nﬁmb:r ;for accessihg the DNC Registry; and
ii. do‘cufrngri‘t‘étion of its intefrial» policy requiring that none of its
, te_lebhoné calls be placed to pe‘r‘sqns‘i‘egistered on the DNC Registry,
unless the ‘Cﬁ‘s‘tomefri can :pur>ov>ide evidence of an expreés written -
agreeﬁght thc’:'CﬁStoihér“dbtained from the person to be'balled; énd
2. determining whether the Cujs'fomef :use’su prerec‘o'rded mesSages. For any

“such Customei‘ that uses pr‘éfe'cordédmessages, G4 Telecom, Inc. must ask



' ‘.f_‘the Customerfor ev1dence HOf : express 'written ‘ agreement'-the Customer
‘ohtai-ned- fromeachperson Called : s | |
B ' For Customers 'who.:descrihe;;.thelr,sbusine'ss as; involvi‘rig',VoI_P Business |
Servrces obtalmng the prospectlve Customer S0
1. Umversal Serv1ce Fund reg1strat1on number o
2. F ederal Commumcatlons Comm1sswn (“FCC”) Reglstratmn Number and e |
3 ilatest FCC Form 499 ﬁhng, provrded however 1f the Customer is fore1gn L
' or has fore1gn ownershlp, then the latest FCC Form 214 ﬁhng, the contentsf
T .‘of wh1ch G4 Telecom Inc. IS authonzed to rely upon
- C .The name of the prmcrpal(s) and controlhng person(s) of the entrty, and
» person(s) w1th a maJorrty ownershrp 1nterest in the entlty, e i i\
, D - | The name of the entlty S employee responsrble for complrance w1th the state o
= and federal laws got/emlng telemarketrng, telephone calls to sohc1t the purchase of s
; goodsor serv1ces or chantable or pollt1cal contrlbutrons and the use of prerecorded .
i messages and automated d1ahng and the Customer s comphance efforts or pohcresv : : |
n ’tfor such laws L | A ‘ s
E. 5 A 11st of all busmess and trade names ﬁct1t1ous names DBAs and 1nternet’
| websrtes under or through wh1ch the Customer has transacted busmess
. ~ Each physrcal address at whwh the Customer has conducted busrness in the o
- past ﬁve years or w111 conduct the busmess(es) throughout the duratlon of the t1me )

G4 is prov1d1ng serV1ces to the Customer, o



G. The billing_address and,er_nail_address associated with the Customer’s means
and source of payment for_G'4is: ser-vic‘es, as we_ll as the name of the person or entity

paying for G4 Telecom, Inc. ’s servicés;

H. ~ The primary contact'telephone number and email lused by -theCustomer;

I The Customer;s federal t_axpayer ID number; '

'vJ . The Customer’s state ér' county of incorporation;

K.  The names of 'trade"and bank references'.

L. Whether G4 Telecom Inc. has recelved subpoenas ClVll 1nvest1gat1ve '

demands or other 1nqu1r1es from a law enforcement agency, and 1nternal or other
v SP complarnts or inquiries about the Customer; “ | |
M - Whether G4 or the ITG has ever 1dent1ﬁed the Customer through tracebacks i
| 1n1t1ated by the ITG or law enforcement agencies and determmed that 1t is
1. the ongmatmg source of such calls; :
2. the VSP providing VoIP Business Services that origlnated the call or
3; the VSP providing VolIP Business services that accepted the call onto its
network from a foreign VSP and then passed the Robocall onto another Us -
FVSP To the extent the ITG has 1dent1ﬁed a Customer of G4 through a
: | traceback ,and »rnad:e; a determmation as set forth herein, such 1nformat10n
must ha\re been:‘sharedlwith, been accessihleto or.otherwise communicated
to G4. |
N | Whether the Customer (1nclud1ng the pr1nc1pa1(s), controlhng person(s) of
the entrty, and any person Wrth a ma] orlty ownership interest in the entity) has ever

: had an advetse judgment ‘aga_ln_st them- arrsmg out of a civil lawsult relatlng to the ,
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use of teleeomrnuni‘c_atiens netw(.)rks,vf lncludlng, ; Without limitation, anything
rela’ted to V‘oIP ,Business-Ser\'/iees or Rob'oealls ~or been the subject of any law
enforcement actlen by any local state or federal agency and such lawsult or action
s pubhcly access1ble through the reasonable efforts of G4 Telecom Inc
' O. | Whether the Customer if suchaCustomer isa'VSP, has recelvedawarnlng,
notice or ‘other corresnonde‘nce frovm'a federal ot .state agency warnrng of any
repercussions fQ'rcontinued:_.\k/violation‘sj related”to V.oiPy Business Services and/or
. Robecalls; and
p. __Whether .the Customer, if such CuStorner' is a,VSP, has:-implernented the
STIR/SHAKEN Authenti’cation Framework or has.‘a'doeu_rnented and appreved (by N
its vrequisite' | corperate h authority)d plan to iml:’)ler'nent‘ .:th'e-‘ STIR/SHAKEN

Authentication Framework.

27, ‘Taking reasonable steps to review and assess the accuracy of the information provided \

- pursuant to Paragraph 26 of this Assurance, including but not limited to:

A 'r_:eviewing the internet websites hosted or maintained by the Custorner;

B.

reviewing public databases hosted by state governrnents that contain information about
the incorporation of business entitieS'

rev1ew1ng the FCC’s Web31te that pubhshes Un1versa1 Service Fund reglstratlon

, numbers, and rev1ew1ng any forms ﬁled Wlth the FCC pursuant to Paragraph 26(B) of

this Assurance;
searching the FTC’s. website to determine if the Customer or its control persons have -

been the subject of FTC enforcement action;

15



E. reyiewing all subpoenas“'civil:'inves'tig‘atiye idemands :other ’inquiries ~from a law N
: :enforcement agency, and mternal complamts or 1nqu1r1es about the Customer and its
_, controllmg persons. that are publlcly acce351ble through the reasonable efforts of G4,
By v‘performmg reasonable;mt_emet _s_earches 'about the Customer -and its controlhng
| Persons" | ; o k

G. matchmg the address provrded pursuant to Paragraphs 26(F ) and (G) of this Assurance;

H closely revrewrng express Wntten agreements prov1ded authorizing telephone calls
~ utilizmg prerecorded messages;

L. reviewing the ‘Customer’scompliance efforts pursuant. to subsect_ion Paragraph 26(D)
of this»»Assuranc,e; o |

_b Jires applying: strict’e‘r scrutiny when revieWing .foreign Customer‘s; _' :

K. momtonng pubhc not1ces and other correspondences made pubhcly avallable by -
wfederal agenc1es regardmg VSPs allegedly in v1olat10n of (federal laW regardmg |
Robocalls, and .

Lﬂ‘ momtorrng any database or portage to which The ITG .grantsj G4 acces_s toin regards to‘ -
'tracebacks»of l:{v’obocall'sl ’ “ |

28. | G4 further agrees to termmatea current Customer; or refrain’» from entering into any
business relationShip W1th aprospectiyefCustOIner, ifa reyievu.under thls Assurance reveals that: |
‘ A | The Customer is'engaging in tel,emarlreting»or telephone calls tosolicit'the purchase

of goods or services or char1table or pohtrcal contributions w1thout (1) a Subscript1on

, ‘Account Number for accessmg the DNC Reglstry and (2) documented 1nterna1 pohcles

requ1r1ng that none of its telephone calls be placed to persons reglstered on the DNC

._Registry;



B. The Customer 1s engagmg 1n telemarketmg or telephone calls to solrcrt the purchase !
of goods or services or charltable or pohtlcal contrrbutlons Whrle utrlrzrng prerecorded:
messages and does no.t proyrde'-ev.rdence o_f.e)v(vpre‘ss wrrtten ag;reement ithe Customer
obtained from e-ac_h personvc'al.l_ed;_ | o R ‘
C. .' "'T-he*Customer ” rofferir‘l-gvVolP'-EusineSS' Syvv‘er'V'i"cesf\.?l/ithout-‘a’ current FCC Form 499
or 214 ﬁlmg, as appllcable and/or G4v determrnes there are any 1rregular1t1es or
contradrctory 1nformat10n when revrewmg the prospectrve Customer s () Umversal_ ,’
: Serv1ce Fund regrstratlon number (2) FCC Regrstratlon Number and (3) latest FCC Form
499 or: Form 214 ﬁhng, as applrcable .
D A fore1gn Customer engages in telemarketrng or telephone calls 1nto the Unrted -
. N States to sohcrt the purchase of goods Or services or charrtable or polrtlcal contrrbutrons N
.Whrle utrhzmg prerecorded messageS' ’ | ‘ .
o E . The Customer states it does not have a taxpayer ID number S
F v The Customer states that it does not have an employee responsrble for complrance il
wrth state and federal laws and/or does not have complrance efforts or pollcres for such
laws; | o
‘G. X The addresses. provrded pursuant to Paragraphs 26(F) and (G) of thrs Assurance do
“not match
H  To GZl:’s"ltnOWledge, other ,,than'a;tracebackinrtequest, the CuStomer has been the
“target of a“subpoena, civil,in\restigatif\re. demand, or ,other inquiry from a lavt/ enforcement '
| agem':y;‘f L R o , . . ,
L. “The Customer descrrbes its busmess as- 1nvolv1ng telemarketmg or telephone calls

to solicit the purchase of goods or serv1ces or charrtable or pohtrcal contrlbutlons and‘
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engages in and is the originati:ng. source_,"of l,5_ 000 or more telephOne Calls in one day
'utrhzmg prerecorded messages and does not prov1de G4 Wrth pr10r notrce of such a
telephone call campalgn and a copy of the prerecorded message utlllzed in the telephone
call campargn, _ | | |
] . | The 'Customer describes their businevss,:as inVOlving VoIl) Business Services or any ‘
services related to a VSP 15% or more of the telephone calls 1t termmates onto G4’s
network in one day last less than srx seconds and G4 upon reasonable inquiry, determines
that such calls represent unlawful Robocall act1v1ty, S . |
, K | To Gél ] knowledge the Customer (mcludmg the pr1n01pal(s) controllmg person(s)
~of the- entlty, and any person(s) with a majority ownershlp mterest in the entrty) has had an |
: adverse Judgrnent agamst it- arising out of a civil lawsurt relatrng to the use of :

| _ telecornmunlcatlon networks including, wrthout hmltatron anythmg related to VoIP‘ }
3Busmess Serv1ces or Robocalls or been the subject of any law enforcement actlon by any .
local state or federal agency asa result ofits busmess practlces unless d1rected otherwrse
' by any such law enforcement agency and only for the perrod oftrme req_uested by such _law
enforcement .a_gency;}' | BEe | | i o el i
L - If the Customer is a ;VSP and it has not implemented the STIR/SHAKEN
: Authentrcatron Framework and does not have a documented and approved (by 1ts reqursrte |
corporate authorrty) plan to 1mplement the STIR/SHAKEN Authentlcatlon Framework
M. The Customer:has prov1ded false, 1naccurate’ or mrsleadmg information in response
" to G4’s screemng process pursuant to Paragraph 26 of ﬂ’llS Assurance or
N. The Customer refuses to provrde any of the 1nformat10n descrrbed in Paragraph

260f thls Assurance



29._ G4 shall also 1mmed1ately termlnate or refram from entermg 1nto a busmess relatlonshlp :
w1th a Customer 1f G4 becomesaware or obtalns any mformatron suggestlng that the Customer is

- engaglng m conduct prohlblted in th1s Assurance o | |

: 30 If followmg G4 s termlnatron of a buslness relatlonshlp W1th a Customer pursuant to

Paragraph 28 of this Assurance above G4 Telecom Inc may petltlon the Attorney General in

\ ‘ertlng to resume a busmess relatlonshlp W1th the termmated Customer and the Attomey General - -

- may grant such petltlon in its sole drscretlon if and only 1f the termmated Customer enters 1nto ‘_
and executes an: Assurance of Voluntary Comphance wrth the Attorney General ‘on terms the
Attorney General deems satlsfactory 1n 1ts sole dlscretlon ‘ | ‘

i “3L G4 agrees to proy1de the Attorney General w1th a‘wrrtten ‘report upon request by the‘ L

Attorney General (wrth such request only to. be made once per a twelve-month per1od) w1th1n:‘

'fourteen days summarlzmg the results of its requlrements in thrs Assurance and to meet w1th them o

L Attomey General in person V1a telephone or via electromc teleconferencmg technolo gy, to drscussj N -
1ts Wr1tten report 1f the Attomey General requests such a meetlng

COOPERATION

e

32. ' G4 and J oseph L. Putegnat shall fully cooperate w1th the Attorney General in th1s case, 1n’
any 1nvest1gat10n related to or assoclated Wlth the transactlons -or the occurrences that are the
subJect of thls 1nvest1gat10n G4 and Joseph L Putegnat must provrde truthful and complete
mformat1on evidence (1nclud1ng any and all documents and other records) and testrmony G4 and |
-Joseph L Putegnat must- appear for 1nterv1ews dlscovery, hearlngs trrals and any other

proceedmgs that the Attorney General may reasonably request upon seven (7) days written notlce, :

e or other reasonable notrce at such places and tlmes as the Attorney General may des1gnate w1thout, =

‘ the service of a subpoena v

S



33, Further to ass1st the Attorney General w1th any 1nvest1gat10n related to or assocrated wrth

the transactlons or the occurrences that are the subject of thls 1nvest1gat1on and with monrtonng

of G4Telecom Inc S comphance w1th th1s Assurance G4Telecom Inc. and Joseph L. Putegnat

consent, - for . purposes of the Electronlc Commumcatlons Prrvacy Act, to the drsclosure by

) electromc communrcatlons serv1ce prov1ders and . remote computlng servrce prov1ders of the.'

~contents of or Commun1cat10ns regardlng any auto dlaled telemarketlng or prerecorded telephone '

calls -or Communlcatlons w1th Customers regardlng servrces prov1ded by G4 and/or Joseph L.

Putegnat further agree to execute w1th1n ﬁve ®) days ofa request from the Attorney General, any

forms or other docurnentat1on ev1dencrng consent that may be requlred by such electromc
’communlca’nons service prov1ders or remote computing service provrders

RECORD RETENTION

. 34, G4 further agrees that the company retains. all records currently n 1ts possess1on, 1nclud1ng,_ -
' w1thout 11m1tat1on contracts, call detail records invoices and Commun1cat10ns Spec1ﬁcally, for

any bus1ness of whrch Joseph L Putegnat isa majorrty owner or controls dlrectly or 1nd1rectly,' '

including wrthout 11m1tat10n G4 and any subs1d1ar1es or afﬁlrates thereof must create and retarn
the following records:
A. Accounting records show‘ing,",the're_venues. from allfgoods or services sold, including

Telephony, ServiceS'

B.. Records of all contracts, serV1ce agreements 1nV01ces and sales agreements with each ;

Customer, cllent suppher or vendor 1nc1ud1ng any Communlcatrons related thereto;
C. Personnel] records showrng, for each mdlvrdual prov1d1ng serv1ces Whether as an
: employee or otherw13e that 1nd1v1dual’s name address(es) telephone number(s), job

: trtle or pos1t10n dates of serv1ce and (1f apphcable) reason for terrnlnatlon



35,
- 36.

owners, agents representatlves employees mdependent contractors successors and assrgns and

. Records of revrews of Customers termmatlons of Customers and demals of serv1ce to

’ prospectlve Customers 1nclud1ng documentatlon of the Ieview process, procedures

1mplementat10n status and outcome

. All formal written requests from law enforcement agencies, subpoenas crv1l
v1nvest1gat1ve demands, search warrants Traceback Requests and related records and

' other complamts about unwanted fraudulent or abusrve Telemarketlng or autod1aled o

telephone calls, and all responses thereto

: All call detail reco‘rds for any Customer engaged in Telemarketing and/or initiating or

generatmg Robocalls and all such call detall records must be retalned for at least two

(2) years 'f" ‘

Records of all prov1s1on1ng and/or assigning of telephone numbers, mcludrng the dates .
provmoned or assigned to G4 and/or 1ts compames and the dates such party .
.prov1sroned or ass1gned to third parties; and

. All records necessary to demonstrate full compllance w1th each prov1s1on of this

' : Assurance 1nclud1ng all submissions to the Attorney General

GENERAL PROVISIONS

‘This Assurance shall be. governed by the laws of the State of Otio.

G4 and J. oseph L. Putegnat understand and agree that th1s Assurance applles to any related :

all persons acting in concert or part1c1patlon with them d1rectly or 1nd1rectly, through any

corporate deV1ce partnershlp, assocratron or afﬁllatlon




37.  This Assurance is entered"into on be’half of G4 of its own free:and voluntary act and

with full knowledge and understandmg of the nature of the proceedlngs and the obhgatlons and-

- duties 1mposed by this Assurance

38. Thrs Assurance does not constltute an approval by the Attorney General of any of G4’s

busmess practlces and G4 shall not represent directly or 1nd1rectly, orin any way whatsoever that

the Attorney General has sanct1oned condoned or approved any part or aspect of G4’s busmess

practlces.

- 39. . This Assurance sets forth the entrre agreement between the Attorney General and G4 7

and supersedes any and all prlor agreements or understandlngs whether wrltten or oral between

the partles and/or the1r respectlve counsel regardmg the subject matter hereof ThlS Assurance

may be amended by wntten agreement of the partles subject to any further requ1rements under

_state law

| 40. ' The Partles acknowledge that this Assurance cons’ututes a s1ngle and entire agreement o

that 1s not severable or d1V1Slble except that if any prov1s10n hereln is found to be legally |

1nsufﬁc1ent or unenforceable the remaining prov1s1ons shall contlnue in full force and effect.

41. - This Assurance shall inno way exempt G4 from any other obhgatron 1mposed by law |

and nothing contamed herein shall rel1eve G4 of any legal responsrbllrty for any acts or practlces
engaged in other than those spec1ﬁcally addressed by th1s Assurance

42, Nothmg 1n this Assurance shall in any way preclude the Attorney General from
commencmg any future 1nvest1gat1ve or enforcement actron(s) agamst G4 under any legal

author1ty granted to the Attorney General

A. w1th respect to the transactlons Wthh are the subJ ect of this enforcement action if -

the terms of this Assurance are not fully met or
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B. - with respect to transactions or occurrences which are not the subject of this

Assurance ~

43. Thrs Assurance constrtutes a pubhc record and shall be placed inthe Pubhc Inspectron F 1le ‘~

ol

: 'pursuant toR.C. 1345 05(A)(3)

" PAYMEN T TO THE STATE

44, '_ As part of the consrderatron for the termrnatron of thls 1nvest1gatron G4 shall on or before

~-August 1, 2022, pay Twenty Thousand Dollars ($20 OOO 00) to the Attorney General ‘as

relmbursement for 1nvest1gat1ve and: admlmstratrve costs assocrated wrth thrs matter Thrs payment

shall be placed in the Ohro Attorney General’s Consumer Protectron Enforcement Fund for use . :

by the Attorney General as provrded inR. C 1345 51

45 5 Thrs payment shall be made by dehverrng a certrﬁed check or money order, made payable f

to the “Ohro Attorney General s Ofﬁce” and contarnrng “Docket 5997 93” 1n the memo lrne to

- Financial Specrahst o

' Consumer Protection Sectron L
30 E. Broad St., 14 F1. '
Columbus, OH 43215

46. G4 is hereby notrfred that 1f 1t fails to timely make the payment set forth in Paragraph 30

above that the unpald amount may be referred to the Ohro Attorney General E Collectron‘
Enforcement Sectron for collectron Should the unpard amount be referred for collectlon the ,

Collectrons Enforcement Section w1ll assess addrtlonal collectlon fees and 1nterest pursuant to '

Ohio law, 1nclud1ng, but not lrmrted to R C 131 02 109 08 and 109. 081

PENALTIES F OR FAILURE TO COMPLY

47. The Attorney General may assert any cla;lm that G4 has Vrolated thrs Assurance ina-

separate crvrl actron to enforce the terms of th1s Assurance agamst G4 or to seek any other relref o

("



afforded by law 1nclud1ng any and all remedles avallable to the Attorney General undet R.C:
109.87 and R.C. 1345 07.
48. G4 and J oseph L. Putegnat acknowledge and agree that they will not in any action ﬁled by

'the Attorney General after any V1olat10n of thls Assurance by G4 ralse any applrcable tlme-related

or statute of llmrtatron defense elther in law or equrty, relatrng to act1v1t1es in connectron w1th the

~current Attorney General 1nvest1gat10n except for any cause of actlon already barred as of- the ,

: Effectrve Date which shall remain barred unless otherwrse preserved

49, Pursuant to R C. 1345 06(F ) this Assurance is not and shall not be construed as, evrdence

of any V1olat10n by G4 of the CSPA and its Substantlve Rules the TSR or the TCPA Evrdence |

ofa Vlolatlon of an Assurance of Voluntary Comphance though is prlma-fa01e evrdence of an act

. or practrce in vrolatlon of the CSPA if presented after the V1olat1on in an actron brought under the L

: CSPA

WHEREFORE the part1es hereto affix thelr signatures in recogn1t10n and acceptance of the -

_terms contalned herem and warrant and represent that by afﬁxmg therr srgnatures below they have

vthe legal rrght to-do so. -
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SIGNATURES

Accepted:

DAVE YOST
OHIO ATTORNEY GENERAL

Date: June 29, 2022

KEVIN R. WALSH (0073999)

Associate Assistant Attorney General
CHRISTOPHER J. BELMAREZ (0101433)
Assistant Attorney General

615 W. Superior Avenue, 11" Floor
Cleveland, OH44113

Phone: (216) 787-3447
Kevin.Walsh@ohioago.gov
ChristopherJ.Belmarez@ohioago.gov

. Accepted: |

OSEPH L. PUTEGNAT/ individually
~and as Principal of G4 Tefecom, Inc. ~
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