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United States v. Jones (January 23, 2012), 132 S. Ct. 945.  [Note the date]


Held “…attachment of Global–Positioning–System (GPS) tracking device to vehicle, and subsequent use of that device to monitor vehicle's movements on public streets, was search within meaning of Fourth Amendment. “  (That’s all, folks.)

a) [bookmark: sp_708_947][bookmark: SDU_947]“…Here, the Government's physical intrusion on an “effect” for the purpose of obtaining information constitutes a “search.” This type of encroachment on an area enumerated in the Amendment would have been considered a search within the meaning of the Amendment at the time it was adopted.”
b) “…The Katz reasonable-expectation-of-privacy test has been added to, but not substituted for, the common-law trespassory test…”
c) “The Government's alternative argument—that if the attachment and use of the device was a search, it was a reasonable one—is forfeited because it was not raised below.”  

[bookmark: SR;931][bookmark: SearchTerm][bookmark: SR;940]Facts:  “The Government obtained a search warrant permitting it to install a Global–Positioning–System (GPS) tracking device on a vehicle registered to respondent Jones's wife. The warrant authorized installation in the District of Columbia and within 10 days, but agents installed the device on the 11th day and in Maryland. The Government then tracked the vehicle's movements for 28 days…”

Note what it doesn’t say:

	-It doesn’t say a warrant is required;
	-It doesn’t say this search was unreasonable (cause nobody argued that point)
	-It doesn’t say probable cause is required
		4 justices said installation is not even a search
	-It doesn’t say that short-term monitoring is a search requiring a warrant
		5 said it was
		4 said it wasn’t

*Caution….it does say that since installation was a trespass, coupled with an effort to gather information, it was a search.  This may create dangerous precedent in other areas….

Ohio:

No cases decided since Jones.  The Ohio Supreme Court has sent several cases back to the Court of Appeals, instructing that they apply Jones – including  a Fairfield County case in which the court of appeals originally suppressed the GPS results because GPS was installed without a warrant and the State appealed.  Note that they didn’t just affirm this case or reverse the cases in which suppression was denied.

Ohio Before Jones:

Warrant Required:
The 5th District: September 1, 2011 in State v. White; September 23, 2011, in State v. Sullivan;
The 8th District on September 15, 2011 in State v. Jefferson.  

Warrant not Required:
The 1st District: December 7, 2011 in State v. Winningham; 
The 12th District: November 29, 2010 in State v. Johnson.   

6th Circuit

No specific ruling before Jones for GPS and cars

6th Circuit After Jones

U.S. v. Skinner (Tenn., August 14, 2012), 690 F. 3d 772  

No reasonable expectation of privacy in GPS data and location of pay as you go cell phone.  

Distinguished from Jones because there’s no physical intrusion.  Defendant voluntarily obtained a phone to use to communicate on “public thoroughfares” which had GPS technology.  The Court found it was no more intrusive than physically watching him.

Other States since Jones: 

One State Court has explicitly analyzed the issue and held that installing and monitoring GPS for 26 days requires a warrant:  State v. Zahn (South Dakota, March 14, 2012), 812 NW 2d 490.

[bookmark: sp_595_500][bookmark: SDU_500]We thus hold that the attachment and use of a GPS device to monitor an individual's activities over an extended period of time requires a search warrant. Because the unfettered use of surveillance technology could fundamentally alter the relationship between our government and its citizens, we require oversight by a neutral magistrate… [citations omitted] Thus, the warrantless attachment and use of the GPS device to monitor Zahn's activities for nearly a month was unlawful, and the evidence obtained through the use of the GPS device should be suppressed.


So what do you do if you have a pre-Jones Warrantless GPS?

Herring v. U.S. (2009) 555 U.S. 135 (Not a GPS Case – A good faith Case)
-U.S. Supreme Court decided that a balancing test is required before the exclusionary rule is applied to exclude evidence. 
-the search was based on a clerical error in a court’s office as to whether there was an arrest warrant for the defendant, but the analysis and rulings are black letter and far broader. This case should be cited a lot more than it is in every type of suppression response.

From the Herring syllabus:
(a) The fact that a search or arrest was unreasonable does not necessarily mean that the exclusionary rule applies…. The rule is not an individual right and applies only where its deterrent effect outweighs the substantial cost of letting guilty and possibly dangerous defendants go free.…
[bookmark: 1386c29ca459f36c_1386c2772e63c682_SDU_13][bookmark: 1386c29ca459f36c_1386c2772e63c682_sp_780](b) The extent to which the exclusionary rule is justified by its deterrent effect varies with the degree of law enforcement culpability….Indeed, the abuses that gave rise to the rule featured intentional conduct that was patently unconstitutional…. An error arising from nonrecurring and attenuated negligence is far removed from the core concerns that led to the rule's adoption. 
[bookmark: 1386c29ca459f36c_1386c2772e63c682_SDU_1][bookmark: 1386c29ca459f36c_1386c2772e63c682_sp_999](c) To trigger the exclusionary rule, police conduct must be sufficiently deliberate that exclusion can meaningfully deter it, and sufficiently culpable that such deterrence is worth the price paid by the justice system. The pertinent analysis is objective, not an inquiry into the arresting officers' subjective awareness…. 

Applying it to Pre-Jones GPS (vehicles) :
depending on the timing of the installation and the district you are in
both the Ohio and US Supreme Courts have the issue pending and hadn’t previously resolved the matter one way or the other
officers shouldn’t have any reason to know the answer
thus, no deterrent effect would be served. 

	***But, concurring opinion in US v. Davis (2011) 131 S Ct 2419 (and a couple of federal cases since then) said you don’t get the benefit of this good faith if the issue is unsettled in your jurisdiction.


The best argument for good faith warrantless GPS pre Jones:  

U.S. v. Lopez (September 10, 2012), ___F. Supp ___; 2012 WL3930317, D. Del. 10-cr-67(GMS) [big chunk of the decision reprinted after the sample warrants]

-no warrant;
-officers relied on legal advice from State’s attorneys;
-absence of state and federal caselaw at the time;
-based on law in a variety of other jurisdictions which said it was ok
-used the general good faith balancing argument from US v. Herring

Massachusetts District Court ruled the same in September and listed the jurisdictions that held otherwise.  US v. Rose (September 12, 2012), D. Mass., 11–10062–NMG  2012 WL 4215868 “Those cases stand for the proposition that where, as here, officers act in objectively reasonable reliance on a comprehensive body of case law, suppression is not required even in the absence of binding circuit precedent.”



More Jones warrantless GPS cases:  Good Faith
United States District Court,
N.D. Iowa,
Western Division.
[bookmark: I7c7b66b9058f11e28b05fdf15589d8e8][bookmark: SR;116]UNITED STATES of America, Plaintiff,
v.
Angel Amaya, Defendant.
[bookmark: I7c7b66bb058f11e28b05fdf15589d8e8]No. CR 11–4065–MWB.
[bookmark: I7c7b66bc058f11e28b05fdf15589d8e8]April 10, 2012.
Opinion on Reconsideration May 1, 2012.
[bookmark: SR;194](1) installation and use of GPS devices on vehicles constituted a search under the Fourth Amendment;
[bookmark: SR;218](2) good faith exception to exclusionary rule applied to avoid suppression of GPS evidence; and
(3) court would not impose extreme sanction of evidence suppression as sanction for government's discovery violation. *** [That’s only because it was ultimately disclosed-ALC]

***********************************************************************

United States District Court,
D. Minnesota.
[bookmark: I9de8f3d80d6a11e28b05fdf15589d8e8]UNITED STATES of America, Plaintiff,
v.
Edgar Rafael BARRAZA–MALDONADO, Defendant.
[bookmark: I9de8f3da0d6a11e28b05fdf15589d8e8]Case No. 12–CR–0054 (PJS/SER).
[bookmark: I9de8f3db0d6a11e28b05fdf15589d8e8]July 19, 2012.
[bookmark: SR;4882][bookmark: SR;4965][bookmark: FN5][bookmark: F00552028249094][bookmark: SR;5075][bookmark: FN6][bookmark: F00662028249094]Even if the Court is incorrect and the installation or monitoring of the GPS device did violate the Fourth Amendment, the Court agrees with Judge Rau that the exclusionary rule does not apply because the DEA agents acted in reliance on then-binding appellate precedent. See R & R at 11–12 (citing Davis, 131 S.Ct. at 2429 (“Evidence obtained during a search conducted in reasonable reliance on binding precedent is not subject to the exclusionary rule.”)). Judge Rau concluded that, under then-binding Eighth and Ninth Circuit precedents, the installation and monitoring of a GPS device without a warrant did not violate the Fourth Amendment.FN5 See R & R at 11; see also United States v. Pineda–Moreno, 591 F.3d 1212, 1217 (9th Cir.2010) (“We conclude that the police did not conduct an impermissible search of Pineda–Moreno's car by monitoring its location with mobile tracking devices.”), vacated, ––– U.S. ––––, 132 S.Ct. 1533, 182 L.Ed.2d 151 (2012); United States v. Marquez, 605 F.3d 604, 610 (8th Cir.2010) (“[W]hen police have reasonable suspicion that a particular vehicle is transporting drugs, a warrant is not required when, while the vehicle is parked in a public place, they install a non-invasive GPS tracking device on it for a reasonable period of time.”). Because the DEA agents complied with the then-binding precedents of the Eighth and Ninth Circuits, concluded Judge Rau, the exclusionary rule does not apply.FN6

**BUT  beware…there’s language in (a concurring opinion in) the U.S. Supreme Court’s Davis good faith case that says that if the issue is unsettled, you don’t get the benefit of the good faith argument.

***For vehicles, District Courts in Ky, good faith argument has been rejected because there was no 6th Circuit case on point.  U.S. v. Shelburne (June 20, 2012), 2012 WL 2344457, W.D. Ky.3:11-cr-156-S; and US v. Lee (May 22, 2012), 2012 WL 1880621, E.D. Ky 

OHIO IS IN THE 6TH CIRCUIT!!!!

So, even if you wanna do the right thing, how do you do a warrant in Ohio?

1)Crim. R. 41 – doesn’t fit; 
2)ORC 2933.21 – doesn’t fit; 

3) Look at the Federal Rule of Criminal Procedure for their rules on Tracking Devices….If you follow their procedure, you can argue that your search was reasonable.

(d) Obtaining a Warrant.
[bookmark: IEDB79C25E4BD11E08EB5CEF694ECD3EC][bookmark: I9BBD530AD4B511E08709A6E61EEC650A]
[bookmark: SP;e07e0000a9f57](1) In General. After receiving an affidavit or other information, a magistrate judge--or if authorized by Rule 41(b), a judge of a state court of record--must issue the warrant if there is probable cause to search for and seize a person or property or to install and use a tracking device. 
 
4) Go back to the 4th Amendment.  What do you need?

Probable Cause – That may be the easy part..

Affidavit/Oath or Affirmation…again, easy

Judge/Magistrate – well, that depends….

Particularity
	-Describing the car is easy
	-Describing the items to be searched for and seized may be tougher


But, what about:
-Inventory/Receipt
-Return
-“Serving” the Warrant and the Inventory
-Jurisdiction

Remember, these requirements are in the statutes and rules, not in the Fourth Amendment.  Therefore, even if you meet the statutory rules, your search could pass muster under the Fourth Amendment, as long as you have what it requires and your search is reasonable


(Just a thought)
The Exclusionary Rule doesn’t apply to Statutory Violations
[bookmark: 1386c29ca459f36c_1386c2772e63c682_SR;474]“It is well-established that statutory violations falling short of constitutional violations do not trigger the exclusionary rule, unless the legislation requires suppression.”State v. Todd,2011
[bookmark: 1386c29ca459f36c_1386c2772e63c682_SR;477]-exclusionary rule did not apply to extraterritorial stop, contrary to R.C. 2935.03, which was based on probable cause and thus not a constitutional violation;
[bookmark: 1386c29ca459f36c_1386c2772e63c682_SR;493]- state liquor control officers' violation of R.C. 5502.61, by making a stop outside their authority, does not trigger exclusionary rule, because defendant's constitutional rights were not violated).
-exclusionary rule doesn’t apply when juvenile’s fingerprints are taken in violation of Ohio statute;

and most importantly for our purposes…
The exclusionary rule didn’t apply in not returning a search warrant to the judge [because it] did not rise to the level of a constitutional violation); State v. Davis (1978), 56 Ohio St.2d 51, 56 … State v. Droste (1998), 83 Ohio St.3d 36, 39–40 

Discovery and Disclosure
Even if you execute GPS Warrants/Orders without service notice on the target right away, the final ruling in Amaya indicates that the use of the GPS should be disclosed in officer reports and should be provided to the defense…it may contain Brady material and they need an opportunity to file a motion to suppress.
Our current policy is that we do not serve notice after execution, but the warrant paperwork is provided in Discovery.

CELL PHONE PINGS/TOWER INFO

U.S. v. Skinner (Tenn., August 14, 2012), 690 F. 3d 772-No reasonable expectation of Privacy in pay as you go cell phone.  

…BUT what will the phone company require?
….What will your Judge require?
Always cite 18 USC 2703
Consider using court order based on probable cause
May be even less reason to serve inventory and notice or even to do a return to the court.

****************************************************************************

United States Court of Appeals,
Third Circuit.
[bookmark: I6141d872991611e08b05fdf15589d8e8]In the Matter of the APPLICATION OF the UNITED STATES of America FOR AN ORDER DIRECTING A PROVIDER OF ELECTRONIC COMMUNICATION SERVICE TO DISCLOSE RECORDS TO the GOVERNMENT.
United States of America, Appellant.
[bookmark: I6141d874991611e08b05fdf15589d8e8]No. 08–4227.
[bookmark: I6141d875991611e08b05fdf15589d8e8]Argued Feb. 12, 2010.
Filed: Sept. 7, 2010.
[bookmark: I6141d876991611e08b05fdf15589d8e8]Background: United States applied for a court order pursuant to the Stored Communications Act (SCA) to compel an unnamed cell phone provider to produce a customer's historical cellular tower data, also known as cell site location information (CSLI). The United States District Court for the Western District of Pennsylvania, Lisa Pupo Lenihan, United States Magistrate Judge, 534 F.Supp.2d 585, denied the application. United States appealed. The United States District Court for the Western District of Pennsylvania, Terrence F. McVerry, J., 2008 WL 4191511, affirmed. United States appealed again.

Holdings: The Court of Appeals, Sloviter, Circuit Judge, held that:
(1) to obtain order compelling production of customer's CSLI, government had lesser burden than establishing probable cause, but
(2) if government made requisite showing on remand, the court had discretion to require a warrant prior to ordering provider to produce customer's CSLI.
  



Sample Warrant for Vehicle GPS with Notice
COMMON PLEAS COURT
PROBATE DIVISION
WASHINGTON COUNTY, OHIO
	
IN THE MATTER OF:	*		
CASE NO.
APPLICATION FOR THE		      *
INSTALLATION AND USE OF               
AN ELECTRONIC TRACKING	     	      *
DEVICE ON A MOTOR VEHICLE        
      OH REG: 	(last known)  OMG 9721	      *		Judge Cardinal Wolsey 
      1990 Pink Cadillac 	
       Titled to 					      *	Application and 
       Ann Boleyn or Henry Tudor 			Affidavit in Support of Application 
For Order /Search Warrant      	 
                                               	
      
Now comes the undersigned officer of the Washington County Sheriff’s Office, and hereby applies to the Court for an order or warrant authorizing:
I)  the entry onto private real property, but not inside enclosed buildings[footnoteRef:1],  at  1 Tudor Lane Little Hocking, OH or at 508 ½ Boleyn Street, Marietta, Ohio, and only where and when the target vehicle is present to install and if necessary, to service,  a GPS tracking device; and [1:  Special adjustment or request may need to be made for garages, especially parking garages.] 

II) the entry into or on to the target vehicle, 1969 Pink Cadillac, Ohio Registration OMG 9721 as necessary for installation and order authorizing the installation or service of an GPS tracking device on the target vehicle;  and
III) monitoring and collection of GPS location or tracking data for the target vehicle for the period of time from December 8, 2011,  to January 8, 2012, or for such other period of time within such period  as the officer requires to identify the target vehicle’s location during that time (not to exceed 45 days unless this Court orders an extension of time); and
IV) If necessary,  re-entry on to real property but not inside enclosed buildings,  at  1 Tudor Lane Little Hocking, OH or at 508 ½ Boleyn Street, Marietta, Ohio, and only where and when the target vehicle is present, for retrieval of the device after execution of the warrant; and 
V) If necessary, re-entry into or on to the target vehicle for service or retrieval of the device.
           VI) The undersigned further requests authority to install the device during the nighttime hours (8:00 p.m. to 7:00 a.m.) because of the difficulty in accomplishing installation without detection in daylight hours.
The undersigned further submits the following information in support of the application:
(1) Det. Sgt. Thomas Cranmer of the Washington County Sheriff’s Office is the law enforcement officer making the application.  Application is made for a criminal investigation of crimes occurring in Washington County, Ohio,  being conducted by the Washington County Major Crimes Task Force.
(2) Law enforcement officers of the Washington County Major Crimes Task Force have determined that the vehicle for which the records are required is believed to be registered to or in the name of the following: 		Ann Boleyn 
(3) The names of the persons who are the subject of the criminal investigation are Ann Boleyn and Henry Tudor. 
(4) The last known registration number for the vehicle for which GPS tracking information is requested to be authorized is:  (Ohio) OMG 9721.
The make, model, and year of the vehicle for which GPS tracking information is requested to be authorized is:  1969 Pink Cadillac. 
The name of the registered owner, according to Ohio LEADs is:  Ann Boleyn. 
The address of the registered owner is:  1 Tudor Lane Little Hocking, OH
 (5) The undersigned believes there is probable cause to believe that provision of GPS information as requested in this application will provide evidence of the offenses of Trafficking of Drugs and Possession of Drugs. 
 The officer further requests that the Court direct that this Application, the Affidavit, the Return,  and any resulting order or other filings in relation to this matter be SEALED, pending further order of the Court.  

_____________________                                          
Det. Sgt. Thomas Cranmer,
Washington County Sheriff’s Office

COMMON PLEAS COURT
PROBATE DIVISION
WASHINGTON COUNTY, OHIO
	
IN THE MATTER OF:	*		
CASE NO.
APPLICATION FOR THE			     *
INSTALLATION AND USE OF	     	     
AN GPS TRACKING       	                               *		Judge Cardinal Wolsey 
DEVICE ON A MOTOR VEHICLE	     	     
OH REG: (last known)  OMG9721	     		 
1990 Pink Cadillac 	
Owned and/or operated by		     		 
 Ann Boleyn or Henry Tudor                                        
	AFFIDAVIT IN SUPPORT OF APPLICATION FOR
			GPS WARRANT/ ORDER
 Now comes Det. Sgt. Thomas Cranmer, of the Washington County Sheriff’s Office, being first duly sworn, and states:
***************************

I am therefore seeking authorization for gps installation and tracking on the vehicle of Ann Boleyn for 30 days to attempt to identify a narcotics supplier in Columbus, OH, intercept a shipment of Heroin prior to it being sold to individuals in Washington County, Ohio, and arrest the individuals behind the transport for the appropriate drug offenses. 

						______________________________
						Det. Sgt. Thomas Cranmer
						Washington County Sheriff’s Office
     		           
Sworn to before me, a judge of a court of record, and
signed in my presence on:   

____/____/_________ at ___m.
Mo.  Da.    Yr.         	Time    				___________________________
Judge  

Sample Warrant for Vehicle GPS Without Notice
COMMON PLEAS COURT
PROBATE DIVISION
WASHINGTON COUNTY, OHIO
	
IN THE MATTER OF:	*		
CASE NO.
APPLICATION FOR THE		      *
INSTALLATION AND USE OF               
AN ELECTRONIC TRACKING	                   *
DEVICE ON A MOTOR VEHICLE        
      OH REG: 	(last known)  OMG 9721	      *		Judge Cardinal Wolsey 
      1990 Pink Cadillac 	
       Titled to 					      *	Application and 
       Ann Boleyn or Henry Tudor 			Affidavit in Support of Application 
For Order /Search Warrant      	 
                                               	
      
Now comes the undersigned officer of the Washington County Sheriff’s Office, and hereby applies to the Court for an order or warrant authorizing:
I)  the entry onto private real property, but not inside enclosed buildings[footnoteRef:2],  at  1 Tudor Lane Little Hocking, OH or at 508 ½ Boleyn Street, Marietta, Ohio, and only where and when the target vehicle is present to install and if necessary, to service,  a GPS tracking device; and [2:  Special adjustment or request may need to be made for garages, especially parking garages.] 

II) the entry into or on to the target vehicle, 1969 Pink Cadillac, Ohio Registration OMG 9721 as necessary for installation and order authorizing the installation or service of an GPS tracking device on the target vehicle;  and
III) monitoring and collection of GPS location or tracking data for the target vehicle for the period of time from December 8, 2011,  to January 8, 2012, or for such other period of time within such period  as the officer requires to identify the target vehicle’s location during that time (not to exceed 45 days unless this Court orders an extension of time); and
IV) If necessary,  re-entry on to real property but not inside enclosed buildings,  at  1 Tudor Lane Little Hocking, OH or at 508 ½ Boleyn Street, Marietta, Ohio, and only where and when the target vehicle is present, for retrieval of the device after execution of the warrant; and 
V) If necessary, re-entry into or on to the target vehicle for service or retrieval of the device.
           VI) The undersigned further requests authority to install the device during the nighttime hours (8:00 p.m. to 7:00 a.m.) because of the difficulty in accomplishing installation without detection in daylight hours.
The undersigned further submits the following information in support of the application:
(1) Det. Sgt. Thomas Cranmer of the Washington County Sheriff’s Office is the law enforcement officer making the application.  Application is made for a criminal investigation of crimes occurring in Washington County, Ohio,  being conducted by the Washington County Major Crimes Task Force.
(2) Law enforcement officers of the Washington County Major Crimes Task Force have determined that the vehicle for which the records are required is believed to be registered to or in the name of the following: 		Ann Boleyn 
(3) The names of the persons who are the subject of the criminal investigation are Ann Boleyn and Henry Tudor. 
(4) The last known registration number for the vehicle for which GPS tracking information is requested to be authorized is:  (Ohio) OMG 9721.
The make, model, and year of the vehicle for which GPS tracking information is requested to be authorized is:  1969 Pink Cadillac. 
The name of the registered owner, according to Ohio LEADs is:  Ann Boleyn. 
The address of the registered owner is:  1 Tudor Lane Little Hocking, OH
 (5) The undersigned believes there is probable cause to believe that provision of GPS information as requested in this application will provide evidence of the offenses of Trafficking of Drugs and Possession of Drugs. 
 The officer further requests that the Court direct that this Application, the Affidavit, the Return,  and any resulting order or other filings in relation to this matter be SEALED, pending further order of the Court.  

_____________________                                          
Det. Sgt. Thomas Cranmer,
Washington County Sheriff’s Office

COMMON PLEAS COURT
PROBATE DIVISION
WASHINGTON COUNTY, OHIO
	
IN THE MATTER OF:	*		
CASE NO.
APPLICATION FOR THE			     *
INSTALLATION AND USE OF	     	     
AN GPS TRACKING       	     		     *	   Judge Cardinal Wolsey 
DEVICE ON A MOTOR VEHICLE	     	     
OH REG: (last known)  OMG9721	     		 
1990 Pink Cadillac 	
Owned and/or operated by		     		 
 Ann Boleyn or Henry Tudor                                        
	AFFIDAVIT IN SUPPORT OF APPLICATION FOR
			GPS WARRANT/ ORDER
 Now comes Det. Sgt. Thomas Cranmer, of the Washington County Sheriff’s Office, being first duly sworn, and states:
The facts set forth in the preceding numbered paragraphs in the application are hereby incorporated in this Affidavit.  Further:
I am therefore seeking authorization for gps installation and tracking on the vehicle of Ann Boleyn for 30 days to attempt to identify a narcotics supplier in Columbus, OH, intercept a shipment of Heroin prior to it being sold to individuals in Washington County, Ohio, and arrest the individuals behind the transport for the appropriate drug offenses. 
						______________________________
						Det. Sgt. Thomas Cranmer
						Washington County Sheriff’s Office
     		           
Sworn to before me, a judge of a court of record, and
signed in my presence on:   

____/____/_________ at ___m.
Mo.  Da.    Yr.         	Time    				___________________________
Judge  

COMMON PLEAS COURT
PROBATE DIVISION
WASHINGTON COUNTY, OHIO
	
IN THE MATTER OF:	*		
CASE NO.
APPLICATION FOR THE
INSTALLATION AND USE OF               *
AN ELECTRONIC TRACKING
DEVICE ON A MOTOR VEHICLE         		Judge Cardinal Wolsey
       OH REG: (last known)  OMG 9721	     		 
       1990 Pink Cadillac 
       Owned and/or operated by		     		 
        Ann Boleyn or Henry Tudor                         

								Search Warrant/Order;
Finding of Probable
              	*  	            Cause and 
			Authorizing [Entry and]   	 Installation and Operation of GPS Device and  Collection of GPS Tracking Information;
			 ORDER TO SEAL
              
Upon consideration of the Application and the specific facts set forth in the Affidavit and Application submitted by Det. Sgt. Thomas Cranmer, the undersigned, a Judge of the General Division of the Court of Common Pleas, hereby:
1) Finds PROBABLE CAUSE to believe that entry on to real property and entry into or on to the target vehicle, 1969 Pink Cadillac, Ohio Registration OMG 9721,  and installation of a GPS location or tracking device AND collection of data from such device on the target vehicle for a period of thirty (30) days to identify the target vehicle’s location during that time will provide evidence of the following criminal offenses: Trafficking in Drugs and Possession of Drugs; and further, does hereby ORDER the following:
(2) That Det. Sgt. Thomas Cranmer, or officers of the Washington County Sheriff’s Office, or other law enforcement officers with authority, within 3 days, may enter onto private real property, but not inside enclosed buildings, at  1 Tudor Lane Little Hocking, OH or at 508 ½ Boleyn Street, Marietta, Ohio, and only where and when the target vehicle is present to install a GPS tracking device;
(3) Within 3 days, such officers may further enter into or on to the target vehicle, 1969 Pink Cadillac, Ohio Registration OMG 9721 as necessary for installation and may install an GPS tracking device on the target vehicle, and thereafter, during the term of this warrant,  if necessary may enter into or on to the target vehicle to service such device; and
(4) Officers executing this Warrant/Order must make note of the exact date and time the device was installed,  the period of time during which it was used, and any date and time the vehicle and property are re-entered if necessary for service of the installed GPS device, for return to this Court; and
(5) Executing officers are by this Warrant/Order authorized to monitor and collect GPS location or tracking data for the target vehicle for the period of time from December 8, 2011,  to January 8, 2012, or for such other period of time within such period  as the officer requires to identify the target vehicle’s location during that time ; and 
(6) If necessary,  after execution of the warrant has been completed, executing officers may re-enter onto private real property, but not inside enclosed buildings,  at  1 Tudor Lane Little Hocking, OH or at 508 ½ Boleyn Street, Marietta, Ohio, and only where and when the target vehicle is present and may –renter the target vehicle for retrieval of the device; and
(7) If necessary, after execution of the warrant has been completed, executing officers may re-enter the target vehicle for retrieval of the device; and
(8) Entry and Installation are hereby authorized during the nighttime hours.
Further, Upon the Completion of the Execution of this Warrant, the executing officer is hereby directed to Return this Warrant and all supporting documentation with this Court within ten days of the time the execution of the warrant by use of the GPS tracking device has ended, excluding Saturday, Sunday, and any legal holidays.  
-The officer must also note on the Return the exact date and time the device was installed and the period of time during which it was used, as well as dates and times for service and retrieval of the device;
	IT IS FURTHER ORDERED that the Application, Affidavit, and Order, Return, and other filings in this matter,  be SEALED by the Clerk of Courts, pending further Order of this court.  
ENTER:

__________________________
Hon. Judge Cardinal Wolsey


____/____/___________ at ____m.
Mo.  Da.    Yr.                     Time                


COMMON PLEAS COURT
PROBATE DIVISION
WASHINGTON COUNTY, OHIO
	
IN THE MATTER OF:	*		
CASE NO.
APPLICATION FOR THE                            
INSTALLATION AND USE OF                      *
AN ELECTRONIC TRACKING	    
DEVICE ON A MOTOR VEHICLE        
      OH REG: 	(last known)  OMG 9721	     *		Judge Cardinal Wolsey 
      1990 Pink Cadillac 	
       Titled to 					     *	Return of 
       Ann Boleyn or Henry Tudor 			Tracking Device Order /Search Warrant      	

On  ________/____________/_______, I received this warrant, and 

	  On ____________/__________/__________, at __________p.m., I entered the real property, but not inside enclosed buildings,  at _________________, and the target vehicle was present.  Immediately thereupon, at the same time,  I entered into or on to the target vehicle, 1969 Pink Cadillac, Ohio Registration OMG 9721 and installed a GPS tracking device.

	Thereafter, this warrant was executed and GPS location data was collected identifying the location of the target vehicle from the time of installation until:

	____________/__________/__________, at __________p.m.

I re-entered the vehicle on ____________/__________/__________, at __________p.m. to remove the device. 

Further I (check and complete if applicable):

 _____did enter the following private real property (but not inside enclosed buildings) specified above to do so:
			
	____________________________________(address of real property entered)

[as applicable, also note date, time, and place of any subsequent entry  made to service the device during the time of the execution of the warrant]:																						

___/___/___ ________________  	________  	_____________________________
Mo. Da. Yr.   Agency            	         	Unit No.   	Officer serving the warrant
 						      		(signature)


Sample Application and Court Order for Live Ping Without Notice


COMMON PLEAS COURT
WASHINGTON COUNTY, OHIO
	
IN THE MATTER OF:	*		
An Application for Court					Judge Wolsey
Order dated February 24, 2012	*
WCSO 740-666-6666					Application for Order       	 
              
Now comes the undersigned officer of the Washington County Sheriff’s Office, and hereby applies to the Court for an order authorizing provision of records of cell tower site or cell sector information, GPS information, and other call detail information for incoming and outgoing calls in connection with a criminal investigation. 
The agency further submits the following information in support of the application:
(1) D.S. Thomas Cranmer of the Washington County Sheriff’s Office, is the law enforcement officer making the application.  The criminal investigation is being conducted by the Washington County Sheriff’s Office.
(2) Law enforcement officers of the Washington County Sheriff’s Office have determined that the telephone for which the records are required is believed to be leased to or in the name of the following: 		unknown 
(3) The names of the persons who are the subject of the criminal investigation are Henry Tudor, and Anne Bolyen Tudor. 
(4) The telephone number of the telephone for which the information is required is:  740-666-6666 
The telephone is a cellular or mobile telephone with no fixed location.  The “location” or addresses for the subscriber is: unknown.
         	(5) The information likely to be obtained by means of the provision of cell tower/sector and/or GPS information as requested in this application relates to an investigation of the offenses of  Breach of Recognizance, ORC 2937.29, 2937.99; Obstruction of Justice, ORC 2921.32; Complicity in Obstruction of Justice, ORC 2923.03 and ORC 2921.32.
	In addition, the requested information relates to an investigation as to the whereabouts of the person of Henry Tudor, who has fled Washington County, Ohio, and for whom warrants of arrest have been issued for failing to appear and answer felony charges in Washington County Common Pleas Court Case No. 12 CR 123 and 12 CR 456 (the latter being Breach of Recognizance).
(6) D.S. Thomas Cranmer, hereby certifies, by his signature, that the information that is likely to be obtained by the special call search is relevant and material to an ongoing criminal investigation of the foregoing offenses being conducted by the Washington County Sheriff’s Office.              
The undersigned officer therefore requests that the Court make a finding of probable cause and issue a court order for the target telephone identified in this application, requiring the provision of records of or information for the target telephone as follows:
Call detail records, including detailed information in reference to all known outgoing and incoming calls associated with the account, dates and times calls were made, and duration of all calls made or received.  This is to include any other pertinent call detail records including special features codes, or any other codes that are maintained in the normal course of business for AT&T Communications, of any AT&T Communications cellular numbers identified in the course of the investigation.

In the event the requested Call Detail Records contain other AT&T Communication’s customer numbers, identified as either incoming or outgoing calls, AT&T Communications will provide subscriber information to the specific numbers identified, if requested. 

 Cell site information, to include all known cell towers associated with outgoing and incoming calls.  This information is to include any sector information, if known, cell cite location, and any other related material that would be necessary to identify the location and sector in reference to the cell cite information associated with the phone, of any AT&T Communications cellular numbers identified in the course of the investigation.

Cell Site locations for all AT&T Cell Sites, sector information, including Azimuth headings, in the regional market associated with the requested cell site information.   

  GPS coordinates in reference to the target telephone’s current location, and future locations.  Commonly referred to as assisted GPS, this would include any method or technology AT&T has that would allow for the current location, or general location, of the target telephone in real-time.  It is further requested this information be provided every 15 minutes via email.  The email address to be used for this request is thomas.cranmer@wcso.com

The requested information pursuant to this order is for the following Targeted Telephone between the dates of February 24, 2012 through March 5, 2012, or for such other period of time within those dates as the officer specifies:
740-666-6666
The officer further requests that the Court direct that AT&T Wireless and their agents and employees not disclose the existence of the criminal investigation or this Application and Order and the information provided in response to the listed subscriber of the telephone or to another person unless or until otherwise order by the Court. 
_____________________                                          
D.S. Thomas Cranmer,
Washington County Sheriff’s Office

AFFIDAVIT IN SUPPORT OF APPLICATION FOR CALL SEARCH ORDER
 Now comes D.S. Thomas Cranmer, of the Washington County Sheriff’s Office, being first duly sworn, and states:
The facts set forth in the preceding numbered paragraphs in the application are hereby incorporated in this affidavit.  Further:
….I am therefore seeking a warrant to obtain real time GPS or cell tower/site information for this phone to attempt to locate the cell phone which appears to be in the possession of Anne Bolyen Tudor, and thereby to locate Anne Bolyen and Henry  Tudor  
In particular, we hope to activate GPS/Cell tower tracking and real-time caller identification in time to locate Henry  Jr., and/or Anne Bolyen Tudor at about the time we believe that they are at the Washington County Jail.  Failing that, we will provide this information to US Marshals and ask for their assistance in locating Henry  Tudor and Anne Bolyen Tudor.
Although I have been able to obtain call records for this number, through AT&T, I have not been able to obtain cell tower information, identifying the location of the phone at the time the calls were made.
a) According to AT&T, the “billing provider” is tracphone but detailed call records were maintained and provided to me by AT&T.
						______________________________
						D.S. Thomas Cranmer, 	
Washington County Sheriff’s Office    		           
Sworn to before me, a judge of a court of record, and
signed in my presence on:   

____/____/____ at ____________m.
Mo.  Da.  Yr.         Time     				___________________________
Judge  Cardinal Wolsey

COMMON PLEAS COURT
WASHINGTON COUNTY, OHIO
	
IN THE MATTER OF:	*		
An Application for Court					Judge Wolsey
Order dated February 24, 2012	*
WCSO  740-666-6666					Court Order 
              	*  	             18 USC 2703 
              
Upon consideration of the Application and the Specific and Articulable Facts set forth in the Affidavit submitted by D.S. Thomas Cranmer, the undersigned, a Judge of the General Division of the Court of Common Pleas, hereby finds as follows:
(1) D.S. Thomas Cranmer of the Washington County Sheriff’s Office, is the law enforcement officer making the application.  The criminal investigation is being conducted by the Washington County Sheriff’s Office.
(2) Law enforcement officers of the Washington County Sheriff’s Office have determined that the telephone for which the records are required is believed to be leased to or in the name of the following: 		unknown 
(3) The names of the persons who are the subject of the criminal investigation are Henry Tudor and Anne Bolyen Tudor. 
(4) The telephone number of the telephone for which the information is required is:  740-666-6666 
The telephone is a cellular or mobile telephone with no fixed location.  The “location” or addresses for the subscriber is: unknown.
         	(5) There is probable cause to believe that the information likely to be obtained by means of the provision of cell tower/sector and/or GPS information as requested in this application will provide evidence for an investigation of the offenses of Breach of Recognizance, ORC 2937.29, 2937.99; Obstruction of Justice, ORC 2921.32; Complicity in Obstruction of Justice, ORC 2923.03 and ORC 2921.32.
 In addition, there is probable cause to believe that the requested information will provide information as to the whereabouts of the person of Henry Tudor, who has fled Washington County, Ohio, and for whom warrants of arrest have been issued for failing to appear and answer felony charges in Washington County Common Pleas Court Case No. 12 CR 123 and 12 CR 456 (the latter being Breach of Recognizance).
 	(6) There is probable cause to believe that the information that is likely to be obtained by means of the provision of cell tower/sector and/or GPS information will provide evidence relevant and material to an ongoing criminal investigation of criminal offenses and the location of a fugitive from justice, such investigation being conducted by the Washington County Sheriff’s Office.              

PURSUANT TO 18 USC 2703, IT IS THEREFORE ordered THAT AT&T Wireless provide records of or information to D/S Thomas Cranmer, as directed, as follows:
Call detail records, including detailed information in reference to all known outgoing and incoming calls associated with the account, dates and times calls were made, and duration of all calls made or received.  This is to include any other pertinent call detail records including special features codes, or any other codes that are maintained in the normal course of business for AT&T Communications, of any AT&T Communications cellular numbers identified in the course of the investigation.

In the event the requested Call Detail Records contain other AT&T Communication’s customer numbers, identified as either incoming or outgoing calls, AT&T Communications will provide subscriber information to the specific numbers identified, if requested. 

 Cell site information, to include all known cell towers associated with outgoing and incoming calls.  This information is to include any sector information, if known, cell cite location, and any other related material that would be necessary to identify the location and sector in reference to the cell cite information associated with the phone, of any AT&T Communications cellular numbers identified in the course of the investigation.

Cell Site locations for all AT&T Cell Sites, sector information, including Azimuth headings, in the regional market associated with the requested cell site information.   

  GPS coordinates in reference to the target telephone’s current location, and future locations.  Commonly referred to as assisted GPS, this would include any method or technology AT&T has that would allow for the current location, or general location, of the target telephone in real-time.  It is further requested this information be provided every 15 minutes via email.  The email address to be used for this request is Thomas.cranmer@wcso84.com
The information to be provided pursuant to this order is for the following Targeted Telephone between the dates of February 24, 2012 through March 5, 2012, or for such other period of time within those dates as the officer specifies:
740-666-6666
IT IS FURTHER ORDERED that AT&T Wireless, its agents and employees shall not disclose the existence of the criminal investigation or this Application and Order and the 
information provided in response to the listed subscriber of the telephone or to another person unless or until otherwise ordered by the Court. 
IT IS FURTHER ORDERED that the Application, Affidavit, and Order be SEALED by the Clerk of Courts until further Order of this Court.
ENTER:
_______________________________		_______/______/_____   _________.__m.
Hon. Cardinal Wolsey, Judge                                        Mo.          Da.       Yr.       Time



U.S. v. Lopez (September 10, 2012), ___F. Supp ___; 2012 WL3930317, D. Del. 10-cr-67(GMS)

[Good Faith saves warrantless GPS Installation before Jones]

[bookmark: sp_999_8][bookmark: SDU_8][bookmark: SR;4258][bookmark: SR;4264][bookmark: FN19][bookmark: F019192028577428][bookmark: SR;4348][bookmark: SR;4356][bookmark: SR;4363][bookmark: FN20][bookmark: F020202028577428]…Importantly, and as the government correctly notes, however, the Jones Court did not reach the question of whether a warrant is required before installing a GPS device and/or whether probable cause or reasonable suspicion alone is sufficient to satisfy the dictates of the Fourth Amendment. FN19 While the government argues that the court does not need such guidance here because, pursuant to relevant Supreme Court precedent, the presence of reasonable suspicion and the “short-term” nature of the monitoring adhere to Fourth Amendment requirements, the court need not ultimately address this issue. Even if the court were to assume that the placement and use of the GPS devices in this case constituted an illegal search because they were installed without a warrant,FN20 the court concludes that the WPD detectives acted in good faith under relevant law. Thus, the evidence should not be suppressed….

[bookmark: sp_999_9][bookmark: SDU_9][bookmark: SR;4902][bookmark: SR;4935][bookmark: SR;4946][bookmark: SR;4955][bookmark: SR;4974][bookmark: SR;4995][bookmark: SR;5020][bookmark: SR;5040][bookmark: SR;5046][bookmark: SR;5105]…Here, the court concludes that the evidence the WPD obtained through the warrantless installation of GPS devices on vehicles Lopez used is admissible under the good faith exception because the WPD detectives: (1) acted in reasonable reliance on the absence of federal or state case law establishing that GPS monitoring of a vehicle in public is a Fourth Amendment “search”; and (2) attempted to comply with Fourth Amendment search requirements in good faith. First, and with regard to the case law available at the time the GPS devices were installed in this case, there were no Federal Courts of Appeals decisions indicating that the warrantless use of GPS tracking devices was unreasonable and unlawful. Instead, prior to the D.C. Circuit's August 6, 2010 decision in United States v. Maynard that warrantless GPS use is unreasonable, every circuit court that considered the question concluded that police do not need to obtain a warrant to install and monitor a GPS device on the exterior of a car, so long as that car remains on public roads. Importantly, the D.C. Circuit's Maynard decision was issued two months after Lopez's arrest. This meant that at the time of the WPD's monitoring neither the Third Circuit Court of Appeals nor any other federal circuit court had concluded that warrantless GPS monitoring and installation was unlawful…. 

[bookmark: FN26][bookmark: F026262028577428][bookmark: FN27][bookmark: F027272028577428]Moreover, at the time of the WPD's investigation, numerous federal courts had approved warrantless installation and monitoring of GPS devices on vehicles that remained on public roads based at least in part on the Supreme Court's holdings in United States v. KnottsFN26 and United States v. Karo. FN27 See, e.g., United States v. Garcia, 474 F.3d 994 (7th Cir.2007); United States v. McIver, 186 F.3d 1119, 1127 (9th Cir.1999); United States v. Michael, 645 F.2d 252, 257–59 (5th Cir.1981) ( en banc ); United States v. Coombs, 2009 WL 3823730 (D.Ariz. Nov.12, 2009); Morton v. Nassau City Police Dept., 2007 WL 4264569 (E.D.N.Y. Nov.27, 2007); United States v. Coulombe, 2007 WL 4192005 (N.D.N.Y. Nov.26, 2007); United States v. Moran, 349 F.Supp.2d 425, 467 (N.D.N.Y.2005).

[bookmark: sp_999_10][bookmark: SDU_10][bookmark: SR;5379][bookmark: SR;5394][bookmark: SR;5431]In addition, during the WPD's investigation of Lopez, which ended on June 3, 2010 following his arrest, there was no State of Delaware case law opining that the installation and use of a GPS tracking device to monitor a vehicle's location while traveling on public roads required a warrant. In fact, the first Delaware case to consider the issue was decided six months after Lopez's arrest. See State v. Holden, 2010 WL 5140744 at *3–*8 (Del.Super.Dec.14, 2010) (concluding that prolonged warrantless GPS tracking is unreasonable under the Delaware Constitution).

[bookmark: SR;5468][bookmark: SR;5507][bookmark: SR;5515][bookmark: SR;5596]Second, the court further concludes that the undisputed evidence in the record supports a finding that Detective Fox and the other WPD detectives who installed and monitored the GPS devices acted in good faith and in reasonable reliance on contemporaneous guiding case law and legal advice. Specifically, and as noted above, Detective Fox testified that he did not believe, based on his prior experience, that a warrant was needed before installing and monitoring a GPS device if the installation and monitoring occurred while the vehicle was in public. Detective Fox further explained that, in addition to drawing this conclusion based on his own experience, he spoke with a number of senior police officers and superiors and sought legal advice from the State Attorney General's Office. Both the senior officers and the State Attorney General's Office advised Detective Fox that his investigative methods were appropriate and that he did not need to obtain a warrant so long as the vehicles remained on public roads.

[bookmark: SR;5663][bookmark: SR;5667][bookmark: SR;5694][bookmark: SR;5702][bookmark: SR;5703][bookmark: SR;5715]Conversely, Lopez asserts, as the only argument he advances in response to the government's contention that the WPD's actions fall within the good faith exception, that Detective Fox did not act in “good faith” because he did not seek advice from senior officers and the State Attorney General's Office until shortly after he installed the first GPS device without a warrant. (D.I. 96 at 9.) Specifically, Lopez argues that “[h]ad the detective truly proceeded on a good faith basis, his inquiry regarding the legality of installing GPS tracking devices without the authorization of a search warrant would have been initiated well before he warrantlessly installed the first GPS device.” ( Id. at 8–9.) In view of the evidence before it, however, the court finds Lopez's argument unpersuasive.

[bookmark: SR;5803][bookmark: SR;5858][bookmark: SR;5868][bookmark: SR;5888][bookmark: SR;5891]As noted above, the central question trial courts are to assess in determining whether the Fourth Amendment's exclusionary rule applies is whether the law enforcement officers engaged in culpable conduct necessitating application of the rule for purposes of deterrence, or whether the officers acted in good faith. While Lopez is correct that Detective Fox did not seek legal advice until shortly after the first GPS device was installed, the court finds that there is no evidence in the record indicating that he or the other WPD detectives did not act in good faith. Instead, the record shows that: (1) at the time of the WPD's investigation, every Federal Court of Appeals to consider the question of whether a warrant was needed before the installation and monitoring of a GPS device had concluded that, in light of Supreme Court precedent to date, police did not need to obtain a warrant if the GPS tracking device was installed on the exterior of the car and the vehicle remained on public roads; and (2) the only Delaware case to address the issue of warrantless tracking was not issued in an opinion until two months after Lopez was arrested and the investigation ceased.

[bookmark: sp_999_11][bookmark: SDU_11][bookmark: SR;5961][bookmark: SR;6011][bookmark: SR;6099]Considering this evidence, the court rejects Lopez's assertion that Detective Fox's failure to seek legal advice prior to installing the first GPS device demonstrates that he did not act in good faith. To the contrary, the record shows—and Lopez does not challenge—that, based on the case law available at the time and his own experience, Detective Fox did not have reason to believe that the warrantless use of GPS tracking devices would be unlawful. Furthermore, the court notes that Detective Fox took active steps to confirm that his conclusion was indeed accurate by consulting with senior police officers and the State Attorney General's Office. This, coupled with the other evidence in the record, buttresses the government's argument that Detective Fox acted in good faith. See Messerschmidt v. Millender, ––– U.S. ––––, ––––, 132 S.Ct. 1235, 1249, 182 L.Ed.2d 47 (2012) (concluding that officers were entitled to qualified immunity when they had, inter alia, submitted a warrant application for review to a superior officer and a deputy district attorney, both of whom approved the application). Put simply, these law enforcement agents did not act in a manner requiring the prophylaxis of suppression, but instead sought to conduct themselves according to the prescriptions of the Fourth Amendment. See Davis, 131 S.Ct. at 2427; see also Leon, 468 U.S. at 916.

Thus, having considered the evidence in the record and credibility of the witnesses who testified at the suppression hearings held in connection with this matter, the court finds that suppression of the evidence in this case would be inappropriate. Davis, 131 S.Ct. at 2427.26
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