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Editor’s Note: BlueCross BlueShield of Tennessee has issued this press release as required
by the Health Information Technology for Economic and Clinical Health Act (“HITECH Act”),
Title XIII of Division A and Title IV of Division B of the American Recovery and Reinvestment Act
of 2009 (Pub. L. 111-5) and its implementing regulations.

HITECH Act Notice Regarding
BlueCross BlueShield of Tennessee Hard Drive Theft

Ohioans' Personal Information Contained on Stolen Drives

CHATTANOOGA, Tenn. — On Monday, Oct. 5, 2009 at 10 a.m., BlueCross BlueShield of
Tennessee, Inc. employees discovered a theft of computer equipment at a network closet
located in its former Eastgate Town Center office location in Chattanooga, Tenn. The theft
occurred Friday, Oct. 2, 2009 at approximately 6:13 p.m. BlueCross has established that the

items taken include 57 hard drives containing data that was encoded but not encrypted.

The hard drives were part of a system that recorded and stored audio and video recordings of
coordination of care and eligibility telephone calls from providers and members to BlueCross’
former Eastgate call center located in Chattanooga. The hard drives that were stolen contained
data that included protected health information data of some members of the health plan. This
data included member names and identification numbers and, on some but not all recordings, a
diagnosis/diagnosis code, date of birth and/or a Social Security number. To date, more than 500

Ohioans have been identified as having their data potentially at risk.

Upon learning of the theft, BlueCross immediately investigated the crime and strengthened the
existing security measures at the Eastgate Town Center where space was being leased.

BlueCross is obtaining an independent assessment of system-wide data and facility security.

BlueCross and its consultant, Kroll, a global leader in data security, have been working tirelessly
since the theft to review the back up tapes of the audio and video files, and to identify potentially
impacted members. Hundreds of people have been working on multiple shifts, six days a week,
to inventory the data contained on the files in order to notify members. Even with the large

number of people reviewing the back up tapes, due to the sheer volume of the data, the process
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is taking time. BlueCross and its consultant are working as quickly as possible to notify all

members at issue.

Until those notifications are received, members who have questions about the theft can visit

BlueCross’ Web site at www.bcbst.com. The information includes the link to the Federal Trade

Commission Web site, www.ftc.gov, where members can find information on steps they can
take to protect against identity theft. Members can also contact the BlueCross Eastgate

Response Customer Call Center at 1-888-422-2786 to find out more information.

BlueCross is in the process of sending rolling written notification to members as soon as they
are identified as being affected by the data theft. The notification letters, which will be mailed to
current and former BlueCross members, will specify the particular call center number that
members should call. For any members whose Social Security number is identified at risk, credit
monitoring services will be provided free of charge - which also includes up to a million dollars in

identity theft insurance.

BlueCross has also engaged the services of Kroll to carry out the member notifications and
provide its Enhanced Identity Theft Consultation and Restoration Services. Kroll's Licensed
Investigators are available to answer any questions or identity theft concerns. In addition, in the
unlikely event a member sustained identity theft as a result of this incident, BlueCross would

also provide ldentity Theft Restoration service through Kroll.

Notifications have been sent to the Secretary of the Department of Health and Human Services,
the State of Tennessee and the Attorney General’s office of the State of Ohio. BlueCross has

also placed a notice with all three credit bureaus regarding this theft.

If a member receives a notification letter, the member will then be directed to contact one of the

following:

e BlueCross Eastgate Response Customer Call Center
1-888-422-2786 / 1-866-779-0487

¢ Members whose Social Security number has been identified to be at risk
1-866-599-7347

e Privacy Questions GM@bcbst.com
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For up-to-date information related to the Eastgate theft visit the BlueCross Web site at

www.bcbst.com.

About BlueCross BlueShield of Tennessee

BlueCross BlueShield of Tennessee offers its clients peace of mind through affordable solutions for
health and healing, life and living. Founded in 1945, the Chattanooga-based company is focused on
reinventing the health plan for both its 3 million Tennessee-based members as well as consumers across
the country. Through its personal health advocacy approach, BlueCross is developing patient-centric
products and services that positively impact affordability, patient safety and quality. BlueCross BlueShield
of Tennessee Inc. is an independent licensee of the BlueCross BlueShield Association. For more
information, visit the company's Web site at www.bcbst.com.
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